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Outline

o X.509, PEM, DER & ASN.1 overview

e CVE-2022-0778 & cryptographic data structures editing
The story behind this talk

Experiments & findings

Real world implications
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An X509 certificate is an ASI. 1 structure usually
maybe encapsulated in

PEM format ? DER binary object
f

|
William Robinet - Conostix S.A. - https://github.com/wlim-rbnt/trapped-by-
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$ echo | openssl s_client -connect google.com:443 | openssl x509 -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
df:5b:69:1b:21:76:4a:32:12:1c:2f:37:8b:e5:96:d3
Signature Algorithm: sha256withRSAEncryption
Issuer: C = US, 0 = Google Trust Services, CN = WR2
Validity
Not Before: Jan 27 08:35:27 2025 GMT
Not After : Apr 21 08:35:26 2025 GMT
Subject: CN = *.google.com
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:20:26:86:48:d6:05:d9:37:36:b3:e3:d0:44:3e:
[...]
7b:85:b9:a8:7f
ASN1 OID: prime256v1
NIST CURVE: P-256
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature
X509v3 Extended Key Usage:
TLS Web Server Authentication
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$ echo | openssl s_client -connect google.com:443 | openssl x509
----- BEGIN CERTIFICATE-----
MIIOCjCCDPKgAwWIBAgIRAN9baRshdkoyEhwvN4v11tMwDQYJKoZIhvcNAQELBQAW
0zELMAKGA1UEBhMCVVMxHJjAcBgNVBAOTFUdvb2dsZSBUcnVzdCBTZXJ2aWNLlczEM
MAOGA1UEAXMDV1IyMB4XDTIIMDEYNzA4MzUyN1oXDTIIMDQyMTA4MzUyN lowFzEV
MBMGA1UEAwWwWMKi5nb29nbGUuUY29tMFKWEWYHK0ZIZjOCAQYIK0ZIzjODAQCDQQAE
0CaGSNYF2Tc2s+PQRD5kX2GINK49wl1IBRF6RT971xqizgxITA4GtZIZ59gA] kOSWH
gORZ+CvgnMUbyix7hbmof60CC/YwggvyMA4GA1UdDWEB/wWQEAWIHgDATBgNVHSUE
DDAKBggrBgEFBQCDATAMBgNVHRMBATSEAjAAMBOGA1UdDgQWBBTMARItqDKy512V
7LHRINVVU4H4FDATBgNVHSMEGDAWgBTeGx7teRXUPjckwyG77DQ5bUKyMDBYBggr
BgEFBQCBAQRMMEOWIQYIKwYBBQUHMAGGFWhOdHAGLY9VLNBrasS5nb29nL3dyMjAl
BggrBgEFBQcwAoYZaHROcDovL2kucGtpLmdvb2cvd3IyLmNydDCCCcOGALIUJEQSC
CcQwggnAggwgLmdvb2dsZS5jb22CFiouYXBwZW5naw51Lmdvb2dsZS5jb22CCSou
YmRuLmR1ldoIVKi5vcmlnaW4tdGVzdC51ZG4uzZGV2ghIgLlmNsb3VkLmdvb2dsZS5]j
b22CGCouY3Jvd2Rzb3VyY2Uuz29vZ2x 1LmNVvbYIYKi5kYXRhY29tcHV0ZS5nb29n
bGUUY29tggsqLmdvb2dsZS5jYYILKi5nb29nbGUuUY2yCDiouZ29vZ2x LLmNvLmlu
gg4qLmdvb2dszS5jby5qcII0OKi5nb29nbGUuUY28udWuCDyouz29vZ2x LLmNvbS5h
[...]
6bVURg8RIAWQi7fpCgqioGswTgeLIKzaALCxwKhXy4PaXLeU4FVEntM4n8Awbuk
0YOCzDtSjiFal8rSn0GbaorSymegOcfPhhrzm2UmPLUKEh2V+2BNi/9K2AdL/g==
----- END CERTIFICATE-----

William Robinet
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BEGIN CERTIFICATE
MIIOCjCCDPKgAwWIBAgIRAN9baRshdkoyEhwvN4v11tMwDQYJKoZIhvcNAQELBQAW
0zELMAKGA1UEBhMCVVMxHJjAcBgNVBAOTFUdvb2dsZSBUcnVzdCBTZXJ2aWN1lczEM
MAOGA1UEAXMDV1IyMB4XDTI1MDEYNzA4MzUyN1oXDTI1MDQyMTA4MzUyNlowFzEV
MBMGAL1UEAWWMK1i5nb29nbGUUY29tMFKwEWYHK0ZIZzjOCAQYIK0ZIzjODAQCDQQAE
0CaGSNYF2Tc2s+PQRD5kX2GInK49wl1IBRF6RT971ixqizgxIfA4GtZIZ5gA]kOSWH
gORZ+CvgnMUbyix7hbmof60CC/YwggvyMA4GA1UdDWEB/WQEAWIHgDATBgNVHSUE
DDAKBggrBgEFBQCDATAMBgNVHRMBATSEAjAAMBOGA1UdDgQWBBTMAROtqDKy5r2V

7LHRINVVU4H4FDATfBgNVHSMEGDAWgBTeGx7teRXUPjckwyG77DQ5bUKyMDBYBggr
BJEFBQCBAQRMMEOWIQYIKwYBBQUHMAGGFWhOAHAGLY9VLNBrasS5nb29nL3dyMjAl

[...]
/4bgeLYcnWuE20ydoR9Vr/PpKGZcefWrb50Nu5TtuuiévwD2ed IM8IcVG+nOKFKH
bydJ2Ra5KFCmBmkFq8zVi6zH1Ldvk8B5qIeaq7VsRycPFSEUCOmjFI7g04vBaHkc

gPzk
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$ echo | openssl s_client -connect google.com:443 | openssl x509 -outform DER | hexdump -C
00000000 30 82 Oe Oa 30 82 Oc f2 abd 03 02 01 02 02 11 60 |0...0

00000010 df 5b 69 1b 21 76 4a 32 12 1c 2f 37 8b e5 96 d3 |.[1i. 'VJZ../?....

00000020 30 Od 06 09 2a 86 48 86 f7 0d 01 01 Ob 05 00 30 |O..

00000030 3b 31 Ob 30 09 06 03 55 04 06 13 02 55 53 31 1le |;1. 0

00000040 30 1c 06 03 55 04 0a 13 15 47 6f 6f 67 6C 65 20 |0O.. Google
00000050 54 72 75 73 74 20 53 65 72 76 69 63 65 73 31 OcC |Trust Serv1cesl
00000060 30 Ga 06 03 55 04 03 13 03 57 52 32 30 1e 17 0d |O.. .WR20.
00000070 32 35 30 31 32 37 30 38 33 35 32 37 5a 17 0d 32 |250127083527Z 2
0000080 35 30 34 32 31 30 38 33 35 32 36 5a 30 17 31 15 |5042108352620 1.
00000090 30 13 06 03 55 04 03 Oc 0Oc 2a 2e 67 6f 6f 67 6C |0O.. .goog
000000a® 65 2e 63 6f 6d 30 59 30 13 06 07 2a 86 48 ce 3d |e.com0Y0...*
00000ObO 02 01 06 08 2a 86 48 ce 3d 03 01 07 03 42 00 04 |....*.H.=....
000000cO abd 26 86 48 d6 05 d9 37 36 b3 e3 dO 44 3e 64 5f |.&.H...76...
000000dO 61 88 9c ae 3d c3 52 01 44 5e 91 7f de e2 c6 a8

000000e® b3 83 12 1f 03 81 ad 64 96 79 80 08 e4 dl 25 87

000000f0 80 e4 59 f8 2b e® 9c ¢c5 1b ca 2c 7b 85 b9 a8 7f

[...]

00000df® 8a d2 ca 67 a@ 39 c7 cf 86 la 3 9b 65 26 3c b5

00000e00 0Oa 12 1d 95 fb 60 4d 8b ff 4a d8 07 4b fe

00000e0e

William Rob
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$ echo | openssl s_client -connect google.com:443 | openssl x509 -outform d | openssl x509 -inform d -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
df:5b:69:1b:21:76:4a:32:12:1c:2f:37:8b:e5:96:d3
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = US, 0 = Google Trust Services, CN = WR2
Validity
Not Before: Jan 27 08:35:27 2025 GMT

Not After : Apr 21 08:35:26 2025 GMT
Subject: CN = *.google.com
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (256 bit)
pub:
04:20:26:86:48:d6:05:d9:37:36:b3:e3:d0:44:3e:

[...]
7b:85:b9:a8:7f
ASN1 OID: prime256vi
NIST CURVE: P-256
X509v3 extensions:
X509v3 Key Usage: critical
Digital Signature
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$ man openssl-asnilparse

[...
NAME

]

openssl-asnlparse, asnlparse - ASN.1 parsing tool
[..]
DESCRIPTION
The asnlparse command is a diagnostic utility that can parse

ASN.1 structures. It can also be used to extract data from ASN.1
formatted data.

]
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$ echo openssl s_client -connect google.com:443 | openssl x509 -outform d | openssl asnlparse -inform d -1
h1=4 1=3594 cons: SEQUENCE
hl=4 cons: SEQUENCE
h1=2 3 cons: cont [ 0 ]
h1=2 1 prim: INTEGER 102
h1=2 17 prim: INTEGER :DF5B691B21764A32121C2F378BE596D3
h1=2 13 cons: SEQUENCE
h1=2 9 prim: OBJECT :sha256WithRSAEncryption
h1=2 0 prim: NULL
h1=2 59 cons: SEQUENCE
h1=2 11 cons: SET
h1=2 9 cons: SEQUENCE
h1=2 3 prim: OBJECT :countryName
h1=2 2 prim: PRINTABLESTRING :US
h1=2 30 cons: SET
h1=2 28 cons: SEQUENCE
h1=2 3 prim: OBJECT :organizationName
h1=2 21 prim: PRINTABLESTRING :Google Trust Services
h1=2 12 cons: SET
h1=2 10 cons: SEQUENCE
h1=2 3 prim: OBJECT :commonName
h1=2 3 prim: PRINTABLESTRING :WR2

1d=0
1d=1
1d=2
:d=3
1d=2
1d=2
:d=3
:d=3
o =
:d=3
:d=4
:d=5
:d=5
:d=3
:d=4
:d=5
:d=5
:d=3
:d=4
:d=5
:d=5
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Binary Encodings for ASN.1

e CER - Canonical Encoding Rules
 XER — Basic XML Encoding Rules
CXER - Canonical XML Encoding Rules
EXER — Extended XML Encoding Rules
OER - Octet Encoding Rules

JER — JSON Encoding Rules
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Certificate ::= SEQUENCE ({
tbsCertificate TBSCertificate,
signatureAlgorithm  AlgorithmIdentifier,
signature BIT STRING

}

TBSCertificate ::= SEQUENCE {
version INTEGER,
serialNumber INTEGER,

sighature AlgorithmIdentifier,
issuer SEQUENCE of PrintableString,
SEQUENCE {
notBefore UTCTime,
notAfter UTCTime

3
subject SEQUENCE of PrintableString,

subjectPublicKeyInfo SubjectPublicKeyInfo,
[...]



https://www.rfc-editor.org/rfc/rfc2459#page-15
https://github.com/wllm-rbnt/trapped-by-the-CLI

Abstract Syntax Notation One - ASN.1

 Interface Description Language (IDL)

e From . used to define data structures that
can be serialized and deserialized in a cross-platform way

e ITU-T & ISO/IEC standard from the 80’s
e Used in PKCS, X.500, LDAP, Kerberos, SNMP, EMV, GSM, UMTS, LTE, 5G, . ..

e Our use case Is the definition of such as X.509
certificates, RSA/EC keys, . . .

e Recommended reading:


https://en.wikipedia.org/wiki/ASN.1
https://letsencrypt.org/docs/a-warm-welcome-to-asn1-and-der/
https://github.com/wllm-rbnt/trapped-by-the-CLI

ASN.1 Tags (serve as Types ldentifiers)

Basic types (primitive) Structured types (constructed)
BOOLEAN SEQUENCE, SEQUENCE OF
INTEGER SET, SET OF

NULL

OID

UTCTIME, GENERALIZEDTIME
OCTET STRING

BIT STRING

UTF8String, PRINTABLESTRING, . ..
ENUM
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ASN.1 Tag Classes (give Context Definition to Tags)

e Specify encoding instructions in order to remove ambiguity where necessary

It helps defining our own tags using a class and a tag value

Tags can be encoded using 1 byte, up to 6 bytes (uint < 2°1 — 1 max)

Avalilable classes are:
NIVERSAL (default), APPLICATION, CONTEXT SPECIFIC or " RIVATE

e Classes encoding can be IMPLICIT or EXPLICIT
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DER Encoded X.509 certificate

Certificate ::= SEQUENCE { 88838828 df 5b 69 1b 21 76 4a 32 12 1c 2f 37 8b e5 96 d3 |.[i.!vJ2../7....
- : : . a (o) e Q10 - csss
tbsCertificate TBSCertificate, 00000020 30 Od 06 09 2a 86 48 86 f7 0d 61 01 Ob 05 00 30 [O...*.H........ 0
signatureAlgorithm  AlgorithmIdentifier, 00000030 3b 31 Ob 30 09 06 03 55 04 06 13 02 55 53 31 le |;1.0...U....USI.
signature BIT STRING 00000040 30 1c 06 03 55 04 0a 13 15 47 6f 6f 67 6¢ 65 20 |0...U....Google

} 00000050 54 72 75 73 74 20 53 65 72 76 69 63 65 73 31 Oc |Trust Servicesl.

|
|
|
|
|
00000060 30 Ga 06 03 55 04 03 13 03 57 52 32 30 1e 17 0d |0...U....WR20...]|
00000070 32 35 30 31 32 37 30 38 33 35 32 37 5a 17 0d 32 |250127083527Z..2|
|

|

|

|

|

TBSCertificate ::= SEQUENCE { 00000080 35 30 34 32 31 30 38 33 35 32 36 5a 30 17 31 15 |50421083526Z0.1.
version INTEGER, 00000090 30 13 06 03 55 04 03 OCc OC 2a 2e 67 6f 6f 67 6¢ |[0...U....*.googl
- 00000020 65 2e 63 6f 6d 30 59 30 13 06 07 2a 86 48 ce 3d |e.comOY®...*.H.=
serialNumber INTEGER, . 000000b0 02 01 06 08 2a 86 48 ce 3d 03 01 07 03 42 00 04 I....*.H.:. ...B..
signature AlgorithmIdentifier, 000000cO a0 26 86 48 d6 05 d9 37 36 b3 e3 dO 44 3e 64 5F |.&.H...76...D>d_
issuer SEQUENCE of PrintableString, 000000d0 61 88 9c ae 3d c3 52 01 44 Se 91 7f de e2 c6 a8 |a...=.R.DA...... |
SEQUENCE { 0000000 b3 83 12 1f 03 81 ad 64 96 79 80 08 e4 dl 25 87 |....... d.y....%.|
) 0000000 80 e4 59 T8 2b ed 9c c5 1b ca 2c 7b 85 b9 a8 7f |..Y.+..... et

notBefore UTCT1me, 00000100 a3 82 Ob 6 30 82 b f2 30 @e 06 03 55 1d O6F 01 |....0...0...U...|
notAfter UTCTime 00000110 01 ff 04 04 03 02 07 80 30 13 06 03 55 1d 25 04 |........ 0...U.%.|

o

00000120 - PO

subject SEQUENCE of PrintableString,
subjectPublicKeyInfo SubjectPublicKeyInfo,

[...]

[...]
00000ddo
00000de® d1 83 82 cc 3b 52 8e 21 5a 97 ca d2 9c el 9b 6a |....;R.!Z...... jl
00000dfe 8a d2 ca 67 ad 39 c7 cf 86 la f3 9b 65 26 3c b5 |...

00000ePO® ©Oa 12 1d 95 fb 60 4d 8b ff 4a d8 07 4b fe | P M..J..K.|
00000e0e

William Robinet - Conostix S.A. - https://github.com/wlim-rbnt/trapped-by-the-CLI
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BERIDER structure encodings

Byte based binary formats

TLV — Type(aka Tag), Length, Value

BER allows encoding of a given ASN.1 structure in multiple ways

e BER Is useful for streams (content not known in advance)

DER is a subset of BER along with canonicalization rules

e = DER only allows a single encoding for a given ASN.1 structure

= That's why it is used for signed data structures (fixed content)
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DER Tag & Cl

Tag (hex byte) Tag hame
02 INTEGER
/--/--> Tag Class
03 BIT STRING i

Bit #7 #6 #5 #4 #3 #2 #1 #0
oC UTF8String N \--\--\--\--\--> Tag

\
10 (Constructed : 30) SEQUENCE and SEQUENCE OF S RN R an et e

13 PrintableString
17 UTCTime

Class Bit #7 Bit #6
Universal
Application
Context-specific

Private




my_struct ::= SEQUENCE {
int® INTEGER:0x12
intl INTEGER:0x34

}

/--> type: SEQUENCE
/ /--> length: 6 bytes
/7

30 06 /--/--/-----/--/--/--> value: the two DER encoded INTEGERs
02 01 / / /7

\ 12 / 7/ 7/
02 01 /
\ \ 34

\ \ \--> value: 0x34

\ \--> length: 1 byte

\--> type: INTEGER

--> value: 0x12
--> length: 1 byte
--> type: INTEGER

P A A A A 4y d
AT AP A A Ayl
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$ echo openssl s_client -connect google.com:443 | openssl x509 | openssl asnlparse -1i
h1=4 1=3594 cons: SEQUENCE
h1=4 1=3314 cons: SEQUENCE
h1=2 3 cons: cont [ 0 ]
h1=2 1 prim: INTEGER 102
hl=2 17 prim: INTEGER :DF5B691B21764A32121C2F378BE596D3
h1=2 13 cons: SEQUENCE
h1=2 9 prim: OBJECT :sha256WithRSAEncryption
h1=2 O prim: NULL
h1=2 59 cons: SEQUENCE

NWWMNNWNEREO

:d
:d
:d
:d
:d
:d
:d
:d
:d

h1=2 3 prim: OBJECT : commonName
h1=2 3 prim: PRINTABLESTRING :WR2

h1=2 30 cons: SEQUENCE

h1=2 13 prim: UTCTIME :250127083527Z
h1=2 13 prim: UTCTIME :250421083526Z
h1=2 23 cons: SEQUENCE

h1=2 21 cons: SET

h1=2 19 cons: SEQUENCE

h1=2 3 prim: OBJECT : commonName
h1=2 12 prim: UTF8STRING : *.google.com

TITn o AN TN
O AR®WNWWN GO
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CVE-2022-0778 & cryptographic

William Robinet - Conostix S.A. - https://github.com/wlim-rbnt/trapped-by-t
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Nullcon Goa 2025 -

March 20

Severity
High
Published
15 March 2022
Title
Infinite loop in BN_mod_sqrt() reachable when parsing certificates
Found by
Tavis Ormandy (Google)
Affected versions
OpenSSL
from 3.0.0 before 3.0.2
from 1.1.1 before 1.1.1n
from 1.0.2 before 1.0.2zd

https://openssl-|

William Robinet - Conostix S.A. -


https://openssl-library.org/news/vulnerabilities/index.html#CVE-2022-0778
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The first PoC was released:
https://github.com/drago-96/C

The discovered vulnerability triggers an infinite loop in the function
BN_mod_sqrt() of OpenSSL while parsing an elliptic curve key. This means that a
maliciously crafted X.509 certificate can DoS any unpatched server.

The core of the vulnerability is in the parsing of EC keys with points in
compressed format:

[...]

This PoC involves
modifying an existi

William Robinet - Conostix S.A. - https://github.cc
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sl@ssl:~/workchen e$
0:d=0 hl=4 1 cons:
4:d=1 hl=4 1=[460 cons:
8:d=2 hl=2 1= 3 cons:
10:d=3 hl=2 1= 1 prim:
13:d=2 hl=2 1= 20 prim:
35:d=2 hl=2 1= 10 cons:
37:d=3 hl=2 1= 8 prim:
47:d=2 hl=2 1= 15 cons:
49:d=3 hl=2 1= 13 cons:
51:d=4 hl=2 1= 11 cons:
53:d=5 hl=2 1= 3 prim:
58:d=5 hl=2 == 4 prim:
64:d=2 hl=2 1= 30 cons:
66:d=3 hl=2 1= 13 prim:
81:d=3 hl=2 1= 13 prim:
96:d=2 hl=2 1= 15 cons:
98:d=3 hl=2 1= 13 cons:
100:d=4 hl=2 1= 11 cons:
102:d=5 hl=2 1= prim:
107:d=5 hl=2 1= prim
113:d=2 hl=4 1= cons
117:d=3 hl=3 1= cons
120:d=4 hl=2 1= prim
129:d=4 hl=3 1= cons
132:d=5 hl=2 1= prim
135:d=5 hl=2 1= cons
137:d=6 hl=2 1= prim:
146:d=6 hl=2 1= prim:
181:d=5 hl=2 1= 91 cons:
183:d=6 hl=2 1= 32 prim:
217:d=6 hl=2 1= 32 prim:
251:d=6 hl=2 1= prim:
274:d=5 hl=2 1= prim:
309:d=5 hl=2 1= prim:
344:d=5 hl=2 1= 1 prim:
347:d=3 hl=2 1= 34 prim:
383:d=2 hl=2 1= 83 cons:
385:d=3 hl=2 1= 81 cons:
387:d=4 hl=2 1= 29 cons:
389:d=5 hl=2 1= 3 prim:
394:d=5 hl=2 1= 22 prim:
418:d=4 hl=2 1= 31 cons:
420:d=5 hl=2 1= 3 prim:
425:d=5 hl=2 1= 24 prim:
451:d=4 hl=2 1= 15 cons:
453:d=5 hl=2 1= 3 prim:
458:d=5 hl=2 1= 1 prim:
461:d=5 hl=2 1= 5 prim:

openssl asnlparse -in

SEQUENCE
SEQUENCE
cont [ 0 ]
INTEGER
INTEGER
SEQUENCE
O0BJECT
SEQUENCE
SET
SEQUENCE
OBJECT
UTF8STRING
SEQUENCE
UTCTIME
UTCTIME
SEQUENCE
SET
SEQUENCE
OBJECT
UTF8STRING
SEQUENCE
SEQUENCE
OBJECT
SEQUENCE
INTEGER
SEQUENCE
OBJECT
INTEGER
SEQUENCE
OCTET STRIN
OCTET STRIN
BIT STRING
OCTET STRING
INTEGER
INTEGER
BIT STRING
cont [ 3]
SEQUENCE
SEQUENCE
OBJECT
OCTET STRING
SEQUENCE
OBJECT
OCTET STRING
SEQUENCE
OBJECT
BOOLEAN
OCTET STRING

cert.der -inform DER -1

102
:2E4B7AE3D7E3BF14B77B3914FCOB7C50AC3303E9

:ecdsa-with-SHA256

:commonName
SMEST

:2203191059317
:230314105931Z

: commonName
SMEST
:id-ecPublicKey
:01

:prime-field
:FFFFFFFF fl

FFFFFFFFFFFFFFFFFFFFFFF

G [HEX DUMP]:FFFFFFFF il FFFFFFFFFFFFFFFFFFFFFFC
(¢ [HEX DUMP]:5AC635D8AA3A93E7B3EBBD55769886BC651D06BOCC53BOF63BCE3C3E27D2604B

[HEX DUMP]:036B17D1F2E12C4247F8BCE6E563A440F277037D812DEB33A0F4A13945D898C296
:FFFFFFFFO0000000FFFFFFFFFFFFFFFFBCEGFAADA7179E84AF 3BOCAC2FC632551
101

:X509v3 Subject Key Identifier
[HEX DUMP]:0414378847015640E7F01F72D48116E111A958F36EBO

:X509v3 Authority Key Identifier
[HEX DUMP]:30168014378847015640E7F01F72D48116E111A958F36EBO

:X509v3 Basic Constraints
1255
[HEX DUMP]:30030101FF

;sl@ssl:~/workchen
0:
4:
8:

10:
13:
35:
37:
47
49:
51:
533
58:
64:
66:
81:
96:
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113:
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129:
132:
135:
137:
146:
150:
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220:
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hl=4
hl=4
hl1=2
hl1=2
hl=2
hl1=2
hl1=2
hl=2
hl1=2
hl1=2
hl=2
hl1=2
hl1=2
hl=2
hl1=2
h1=2
hl=2
hl1=2
h1=2
hl=2
hl=4
h1=3
hl=2
h1=3
h1=2
hl=2
hl=2
h1=2
hl=2
hl=2
h1=2
hl=2
hl=2
h1=2
h1=2
hl=2
h1=2
h1=2
hl=2
h1=2
h1=2
hl=2
h1=2
h1=2
hl=2
h1=2
h1=2
hl=2

cve.
1= 488/cons:
1= 399 cons:
1= 3 cons:
1= 1 prim:
1= 20 prim:
1= 10 cons:
1= 8 prim:
1= 15 cons:
1= 13 cons:
1= 11 cons:
1= 3 prim:
1= 4 prim:
1= 30 cons:
1= 13 prim:
1= 13 prim:
1= 15 cons:
1= 13 cons:
1= 11 cons:
1= 3 prim:
1= 4 prim:
1=] 205 cons:
1=/ 166 \cons:
1= 7 prim:
1=ons:
1= 1 prim:
1=ons:
1=__ 7 prim:
1=r'1m:
1= 91 cons:
1= 32 prim:
1= 32 prim:
1= 21 prim:
1= 3 prim:
1= 33 prim:
1= 1 prim:
1= 34 prim:
= B3 cons:
1= 81 cons:
1= 29 cons:
= 3 prim:
1= 22 prim:
1= 31 cons:
= 3 prim:
1= 24 prim:
1= 15 cons:
1= 3 prim:
1= 1 prim:
1= 5 prim:

SEQUENCE
SEQUENCE
cont [ 0 ]
INTEGER
INTEGER
SEQUENCE
OBJECT
SEQUENCE
SET
SEQUENCE
OBJECT
UTF8STRING
SEQUENCE
UTCTIME
UTCTIME
SEQUENCE
SET
SEQUENCE
OBJECT
UTF8STRING
SEQUENCE
SEQUENCE
OBJECT
SEQUENCE
INTEGER
SEQUENCE
OBJECT
INTEGER
SEQUENCE
OCTET STRING
OCTET STRING
BIT STRING
OCTET STRING
INTEGER
INTEGER
BIT STRING
cont [ 3]
SEQUENCE
SEQUENCE
OBJECT
OCTET STRING
SEQUENCE
OBJECT
OCTET STRING
SEQUENCE
OBJECT
BOOLEAN
OCTET STRING

openssl asniparse -in cert.der.new -inform DER -i

102
:2E4B7AE3D7E3BF14B77B3914FC0B7C50AC3303E9

:ecdsa-with-SHA256

: commonName
(TEST

:220319105931Z
:230314105931Z

: commonName
:TEST

: id-ecPublicKey
101

:prime-field
:02B9

[HEX DUMP]:0000000000000000000000000000000000000000000000000000000000000017
[HEX DUMP]:0000000000000000000000000000000000000000000000000000000000000000

[HEX DUMP]:030008
: FFFFFFFFO0000000FFFFFFFFFFFFFFFFBCE6FAADA7179E84F3B9CAC2FC632551
101

:X509v3 Subject Key Identifier
[HEX DUMP]:0414378847015640E7F01F72D48116E111A958F36EBO

:X509v3 Authority Key Identifier
[HEX DUMP]:30168014378847015640E7F01F72D48116E111A958F36EBO

:X509v3 Basic Constraints

1255
[HEX DUMP]:30030101FF

28



sl@ssl:~/workchen e$ openssl asnlparse -in cert.der -inform DER -1
0:d=0 hl=4 1= 549 |cons: SEQUENCE
4:d=1 hl=4 1 EEOJ cons: SEQUENCE
8:d=2 hl=2 1= cons: cont [ 0 ]
10:d=3 hl=2 1= 1 prim: INTEGER 102
13:d=2 hl=2 1= 20 prim: INTEGER :2E4B7AE3D7E3BF14B77B3914FCOB7C50AC3303E9
35:d=2 hl=2 1= 10 cons: SEQUENCE
37:d=3 hl=2 1= 8 prim: OBJECT :ecdsa-with-SHA256
47:d=2 hl=2 1= 15 cons:  SEQUENCE
49:d=3 hl=2 1= 13 cons: SET
51:d=4 hl=2 1= 11 cons: SEQUENCE
53:d=5 hl=2 1= 3 prim: OBJECT :commonName
58:d=5 hl=2 1= 4 prim: UTF8STRING REST
64:d=2 hl=2 1= 30 cons: SEQUENCE
66:d=3 hl=2 1= 13 prim: UTCTIME :220319105931Z
81:d=3 hl=2 1= 13 prim: UTCTIME :230314105931Z
96:d=2 hl=2 1= 15 cons:  SEQUENCE
98:d=3 hl=2 1= 13 cons: SET
100:d=4 hl=2 1= 11 cons: SEQUENCE
102:d=5 hl=2 1= prim: OBJECT : commonName
107:d=5 hl=2 1= prim: UTF8STRING REST
113:d=2 hl=4 1= cons SEQUENCE
117:d=3 hl=3 1= cons SEQUENCE
120:d=4 hl=2 1= prim OBJECT :id-ecPublicKey
129:d=4 hl=3 1= cons SEQUENCE
132:d=5 hl=2 1= prim INTEGER 101
135:d=5 hl=2 1= cons SEQUENCE
137:d=6 hl=2 1= prim: O0BJECT :prime-field
146:d=6 hl=2 1= | 33 |prim: INTEGER : FFFFFFFF il FFFFFFFFFFFFFFFFFFFFFFF
181:d=5 hl=2 1= 91 cons: SEQUENCE
183:d=6 hl=2 1= 32 prim: OCTET STRING [HEX DUMP]:FFFFFFFF il FFFFFFFFFFFFFFFFFFFFFFC
217:d=6 hl=2 1= 32 prim: OCTET STRING [HEX DUMP]:5AC635D8AA3A93E7B3EBBD55769886BC651D06BOCC53BOF63BCE3C3E27D2604B
251:d=6 hl=2 1= prim: BIT STRING
274:d=5 hl=2 1= prim: OCTET STRING [HEX DUMP]: 036B17D1F2E12C4247F8BCE6E563A440F277®37D812DEB33AOF4A13945D898C296
309:d=5 hl=2 1= prim: INTEGER :FFFFFFFFOO000000 CAC2FC632551
344:d=5 hl=2 1== 1 prim: INTEGER :01
347:d=3 hl=2 1= 34 prim: BIT STRING
383:d=2 hl=2 1= 83 cons: cont [ 3]
385:d=3 hl=2 1= 81 cons: SEQUENCE
387:d=4 hl=2 1= 29 cons: SEQUENCE
389:d=5 hl=2 1= 3 prim: OBJECT :X509v3 Subject Key Identifier
394:d=5 hl=2 1= 22 prim: OCTET STRING [HEX DUMP]:0414378847015640E7F01F72D48116E111A958F36EBO
418:d=4 hl=2 1= 31 cons: SEQUENCE
420:d=5 hl=2 1= 3 prim: O0BJECT :X509v3 Authority Key Identifier
425:d=5 hl=2 1= 24 prim: OCTET STRING [HEX DUMP]:30168014378847015640E7F01F72D48116E111A958F36EBO
451:d=4 hl=2 1= 15 cons: SEQUENCE
453:d=5 hl=2 1= 3 prim: O0BJECT :X509v3 Basic Constraints
458:d=5 hl=2 1= 1 prim: BOOLEAN :255
461:d=5 hl=2 1= 5 prim: OCTET STRING [HEX DUMP]:30030101FF
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h1=2

cve
1= 488
15399
1= 3
1= 1
1= 20
1= 10
1= 8
1= 15
1= 13
1= 11
1= 3
1= 4
1= 30
1= 13
1= 13
1= 15
1= 13
1= 11
1=
1=
'L_
1=
1=
1_
1=
1=
1_
14
1= 91
1= 32
1= 32
1= 21
1
1= 33
= 1
1= 34
= 83
1= 81
1= 29
= 3
= 22
1= 31
= 3
= 24
1= 15
1= 3
= 1
1= 5

openssl asnlparse -in cert.der.new -inform DER -1

cons:
cons:
cons:
prim:
prim:
cons:
prim:
cons:
cons:
cons:
prim:
prim:
cons:
prim:
prim:
cons:
cons:
cons:
3 prim:

rim:
20‘ ons:
166 cons:
7 prim:
]!ﬁ!]ions:
1 prim:
CTFons:
7 _prim:
ZFrin:
cons:
prim:
prim:
prim:
rim:
prim:
prim:
prim:
cons:
cons:
cons:
prim:
prim:
cons:
prim:
prim:
cons:
prim:
prim:
prim:

SEQUENCE
SEQUENCE
cont [ 0 ]
INTEGER
INTEGER
SEQUENCE
OBJECT
SEQUENCE
SET
SEQUENCE
O0BJECT
UTF8STRING
SEQUENCE
UTCTIME
UTCTIME
SEQUENCE
SET
SEQUENCE
OBJECT
UTF8STRING
SEQUENCE
SEQUENCE
OBJECT
SEQUENCE
INTEGER
SEQUENCE
OBJECT
INTEGER
SEQUENCE
OCTET STRING
OCTET STRING
BIT STRING
OCTET STRING
INTEGER
INTEGER
BIT STRING
cont [ 3]
SEQUENCE
SEQUENCE
OBJECT
OCTET STRING
SEQUENCE
OBJECT
OCTET STRING
SEQUENCE
OBJECT
BOOLEAN
OCTET STRING

102

:2E4B7AE3D7E3BF14B77B3914FCOB7C50AC3303E9

:ecdsa-with-SHA256

:commonName
SESIT

:220319105931Z
:230314105931Z

:commonName
:TEST

:id-ecPublicKey
:01

:prime-field

:02B9

[HEX DUMP]:0000000000000000000000000000000000000000000000000000000000000017
[HEX DUMP]:0000000000000000000000000000000000000000000000000000000000000000

[HEX DUMP]:030008
: FFFFFFFFO0000000FFFFFFFFFFFFFFFFBCE6FAADA7179E84F3BICAC2FC632551
101

:X509v3 Subject Key Identifier
[HEX DUMP]:0414378847015640E7F01F72D48116E111A958F36EBO

:X509v3 Authority Key Identifier
[HEX DUMP]:30168014378847015640E7F01F72D48116E111A958F36EBO

:X509v3 Basic Constraints

1255
[HEX DUMP]:30030101FF

A



sl@ssl:~/workchen/cve$ openssl asniparse -in cert.der -inform DER -1 isl@ssl:~/workchen/cve$ openssl asniparse -in cert.der.new -inform DER -i

0 hl=4 1= 549 [cons: SEQUENCE 0:d=0 hl=4 14 488lcons: SEQUENCE

4 hl=4 1=460]cons: SEQUENCE 4:d=1 hl=4 15 399]cons: SEQUENCE

8 hl=2 1= 3 cons: cont [ 0 ] 8:d=2 hl=2 1= 3 cons: cont [ 0 ]

10 ht=2 1= 1 prim:  INTEGER :02 10:d=3 hl=2 1= 1 prim:  INTEGER 102

13 h1=2 1= 20 prim:  INTEGER :2E4B7AE3D7E3BF14B77B3914FC0B7C50AC3303E9 13:d=2 hl=2 1= 20 prim: INTEGER :2E4B7AE3D7E3BF14B77B3914FCOB7C50AC3303E9
e hl=2 1= 10 cons:  SEQUENCE . 35:d=2 hl=2 1= 10 cons: SEQUENCE

37 hl=2 1= 8 prim:  OBJECT :ecdsa-with-SHA256 37:d=3 hl=2 1= 8 prim:  OBJECT :ecdsa-with-SHA256
47 hl=2 1= 15 cons:  SEQUENCE 47:d=2 hl=2 1= 15 cons: SEQUENCE

49 hl=2 1= 13 cons: SET 49:d=3 hl=2 1= 13 cons: SET

51 hl=2 1= 11 cons: SEQUENCE 51:d=4 hl=2 1= 11 cons: SEQUENCE

53 hl=2 1= 3 prim: OBJECT : commonName 53:d=5 hl=2 1= 3 prim: OBJECT : commonName
58 hl=2 1= 4 prim: UTF8STRING :TEST 58:d=5 hl=2 1= 4 prim: UTF8STRING :TEST

64 hl=2 1= 30 cons: SEQUENCE 64:d=2 hl=2 1= 30 cons: SEQUENCE

66 hl=2 1= 13 prim: UTCTIME :220319105931Z 66:d=3 hl=2 1= 13 prim: UTCTIME :1220319105931Z
81 hl=2 1= 13 prim: UTCTIME :230314105931Z 81:d=3 hl=2 1= 13 prim: UTCTIME :230314105931Z
96 hl=2 1= 15 cons: SEQUENCE 96:d=2 hl=2 1= 15 cons: SEQUENCE

98 hl=2 1= 13 cons: SET 98:d=3 hl=2 1= 13 cons: SET
100 h1l=2 1= 11 cons: SEQUENCE 100:d=4 hl=2 1= 11 cons: SEQUENCE
102 h1=2 1= 3 prim: OBJECT : commonName 102:d=5 hl=2 1= 3 prim: OBJECT :commonName
107 hl=2 1=__4 prim: UTF8STRING :TEST 107:d=5 h1=2 1= 4 prim: UTF8STRING STEST
113 hl=4 1=/266lcons:  SEQUENCE 113:d=2 hl=4 1=|205 cons:  SEQUENCE
117 h1=3 1 con =3 hl=3 1= 166 [cons: SEMUENCE

:
Y

ER files by hand is a:

13153

0 :id-ecPublicKey
S| INC
: El :01

m QEQWENCE
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hi=2 13 i ER!
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o000 000000000000000000000000000000000000000000QQ
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135 hl=2 1= 44 [cons SEQUENCE d=5 hl=2 1= 13 SEQUENCE

137 hl=2 1= __7 prim: OBJECT :prime-field 137:d=6 hl=2 1= 7 prim: OBJECT :prime-field

146 h1=2 1= | 33 Jprim: INTEGER :FFFFFFFF 1 FFFFFFFFFFFFFFFFFFFFFFF 146:d=6 hl=2 1=__ 2 Jprim: INTEGER :02B9

181 h1=2 1= 91 cons: SEQUENCE 150:d=5 hl=2 1= 91 cons: SEQUENCE

183 hl=2 1= 32 prim: OCTET STRING [HEX DUMP]:FFFFFFFF 1 FFFFFFFFFFFFFFFFFFFFFFC 152:d=6 hl=2 1= 32 prim: OCTET STRING [HEX DUMP]:

217 hl=2 1= 32 prim: OCTET STRING [HEX DUMP]:5AC635D8AA3A93E7B3EBBD55769886BC651D06BOCC53BOF63BCE3C3E27D2604B 186:d=6 hl=2 1= 32 prim: OCTET STRING [HEX DUMP]:

251 hl=2 1= _21 _prim: BIT STRING 220:d=6 hl=2 1= 21 prim: BIT STRING

274 h1=2 1= [ 33[prim: OCTET STRING [HEX DUMP]:036B17D1F2E12C4247F8BCEGE563A440F277037D812DEB33A0F4A13945D898C296  243:d=5 hl=2 15 3 jprim: OCTET STRING [HEX DUMP]:030008

309 hl=2 1= 33 prim: INTEGER :FFFFFFFFOO000000FFFFFFFFFFFFFFFFBCE6GFAADA7179E84F3B9CAC2FC632551 248:d=5 hl=2 1= 33 prim: INTEGER :FFFFFFFFOO000000FFFFFFFFFFFFFFFFBCE6FAADA7179E84F3B9CAC2FC632551
344 hl=2 1= 1 prim: INTEGER 101 283:d=5 hl=2 1= 1 prim: INTEGER HO

347 h1=2 1= 34 prim: BIT STRING 286:d=3 hl=2 1= 34 prim: BIT STRING

383 h1=2 1= 83 cons: cont [ 3] 322:d=2 hl=2 1= 83 cons: cont [ 3]

385 h1=2 1= 81 cons: SEQUENCE 324:d=3 hl=2 1= 81 cons: SEQUENCE

387 hl=2 1= 29 cons: SEQUENCE 326:d=4 hl=2 1= 29 cons: SEQUENCE

389 hl=2 1= 3 prim: OBJECT :X509v3 Subject Key Identifier 328:d=5 hl=2 1= 3 prim: OBJECT :X509v3 Subject Key Identifier

394 hl=2 1= 22 prim: OCTET STRING [HEX DUMP]:0414378847015640E7F01F72D48116E111A958F36EBO 333:d=5 hl=2 1= 22 prim: OCTET STRING [HEX DUMP]:0414378847015640E7F01F72D48116E111A958F36EBO
418 h1=2 1= 31 cons: SEQUENCE 357:d=4 hl=2 1= 31 cons: SEQUENCE

420 hl=2 1= 3 prim: OBJECT :X509v3 Authority Key Identifier 359:d=5 hl=2 1= 3 prim: OBJECT :X509v3 Authority Key Identifier

425 hl=2 1= 24 prim: OCTET STRING [HEX DUMP]:30168014378847015640E7F01F72D48116E111A958F36EBO 364:d=5 hl=2 1= 24 prim: OCTET STRING [HEX DUMP]:30168014378847015640E7F01F72D48116E111A958F36EBO
451 hl=2 1= 15 cons: SEQUENCE 390:d=4 hl=2 1= 15 cons: SEQUENCE

453 hl=2 1= 3 prim: OBJECT :X509v3 Basic Constraints 392:d=5 hl=2 1= 3 prim: OBJECT :X509v3 Basic Constraints

458 hl=2 1= 1 prim: BOOLEAN 1255 397:d=5 hl=2 1= 1 prim: BOOLEAN 1255

461 hl=2 1= 5 prim: OCTET STRING [HEX DUMP]:30030101FF 400:d=5 hl=2 1= 5 prim: OCTET STRING [HEX DUMP]:30030101FF
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Nullcon Goa 2025 - Trapped by the CLI

asnltemplate.pl - n

$ man openssl-asnlparse

[...]

-genstr string, -genconf file
Generate encoded data based on string, file or both
using ASN1_generate_nconf(3) format. [...]

-]

Presented at PTS 2023
https://github.com/wlim-rk

William Robinet - Conostix S.A. - https://gitrE


https://github.com/wllm-rbnt/asn1template
https://github.com/wllm-rbnt/trapped-by-the-CLI

asnltemplate.pl - how it works

Internal structure of the script:

e Reads the output of the OpenSSL app
(a of the tree structure)

Reconstructs the ASN.1 structure tree

Traverses the tree recursively, depth-first

e and writes the compatible output
(a of the tree structure)
e First version written around 2010. did not exist back then.

Written in Perl, depends on the OpenSSL CLI utility only


https://github.com/wllm-rbnt/trapped-by-the-CLI

$ openssl asnlparse -in test.der -i -inform D
:d=0 hl=2 1= 18 cons: SEQUENCE
hl1=2 1= cons: SEQUENCE
hl1=2 1= cons: SEQUENCE
h1=2 1= prim: INTEGER 176543210
hl1=2 1= cons: SEQUENCE
h1=2 1= prim: INTEGER 101234567

rd=
1d=
rd=
rd=
1d=

NEFEPWNER

$ asnltemplate.pl test.der | tee test.tpl
asnl = SEQUENCE:seql@0-2-18
[seql@0-2-18]

field2@2-2-8 = SEQUENCE:seq2@2-2-8
field3@12-2-6 = SEQUENCE:seq3@12-2-6
[seq2@2-2-8]

field4@4-2-6 SEQUENCE:seq4@4-2-6
[seq4@4-2-6]

field5@6-2-4 INTEGER:0x76543210
[seq3@12-2-6]

field6@14-2-4 = INTEGER:0x01234567



https://github.com/wllm-rbnt/trapped-by-the-CLI

$ openssl asnlparse -genconf test.tpl -out test_reconstructed.der

$ openssl asnlparse -in test_reconstructed.der -i -inform D
:d=0 hl=2 cons: SEQUENCE

h1=2 cons: SEQUENCE

h1=2 cons: SEQUENCE

h1=2 prim: INTEGER 176543210

h1=2 cons: SEQUENCE

h1=2 prim: INTEGER 101234567

:d
:d
:d
:d
:d

NEFEWNRE

der test_reconstructed.der



https://github.com/wllm-rbnt/trapped-by-the-CLI

$ sed -1 -e 'S/INTEGER:0x01234567/PRINTABLESTRING:HELLO/' test.tpl

$ openssl asnlparse -genconf test.tpl -out test_reconstructed_2.der -i
:d=0 hl=2 19 cons: SEQUENCE

h1=2 cons: SEQUENCE

h1=2 cons: SEQUENCE

h1=2 prim: INTEGER 176543210

h1=2 cons: SEQUENCE

h1=2 prim: PRINTABLESTRING :HELLO

NEFE WNERE

:d
:d
:d
:d
:d

$ openssl asnlparse -in test_reconstructed.der -i -inform D
:d=0 hl=2 cons: SEQUENCE

h1=2 cons: SEQUENCE

h1=2 cons: SEQUENCE

h1=2 prim: INTEGER 176543210

h1=2 cons: SEQUENCE

h1=2 prim: INTEGER 101234567

O 00 0 O

NEFEWNER



https://github.com/wllm-rbnt/trapped-by-the-CLI

The story behind this talk


https://github.com/wllm-rbnt/trapped-by-the-CLI



https://github.com/wllm-rbnt/trapped-by-the-CLI

Idea! ®
| remembered writing this in the README file of 'S repository:

"Line feeds in OCTET STRINGs break the conversion."

This happens because treats each line of asnlparse as a fully
contained item, line feeds being considered as the item separator.

= It's not always the case


https://github.com/wllm-rbnt/trapped-by-the-CLI

: SEQUENCE
OBJECT :X509v3 Certificate Policies
OCTET STRING HYAVAVAYAY

: SEQUENCE

OBJECT :X509v3 CRL Distribution Points
OCTET STRING [HEX DUMP]:30433041A03FAO3D863B68747470[ ... ]



https://github.com/johndoe31415/x509-cert-testcorpus
https://github.com/wllm-rbnt/trapped-by-the-CLI

openssl x509 -text output can contain control characters #15254

dkg opened on May 13, 2021

When using openssl x509 -text to get a textual representation of an X.509 certificate, in some cases the output

can contain control characters.

For example, using this command on the certificate below injects “x8d (CR, the carriage return, aka “r ) in the

section displaying S/MIME Capabilities contents:

MIIB1DCCAYagAwIBAgITazolUrKeirBgUo9n7eep3mSynjAFBgMrZXAwWNTEZMDEG
AJUEAXMQU2FtcGx1IEXBTVETIEVKM] UIMTkgQ2VydGlmaWNhdGUg)XVeaGdyaXR5
MCAXDTIWMTIXNTIxMzUGNFoYDZIWNTIXMIEIMIEZNTQOW]AYMRYWFAYDVQQDEWLD
Y¥Jsb3MgVHVyawWsnMCowBQYDK2VuAyEALMgxzNMgy J1INRhNZz9bKY SpTDyFmbVEs
JPbFfaAUPHSjgcMwgc AWK (Y JKoZ ThveNAQKPBBwwGY LKoZ Thvc NAQKQAXMWCWY J
YIZITAWUDBAEFMAWGATUdEWER /w(CMAAWHWYDVRERBEBgWFoEUY2FybGIzQHNtaW1l
LmV4YWiwbGUWEWYDVRO1BAWWC O YT KwYBEQUHAWQWDWYDVROPAQH/BAUDAWC TADA
BgNVHQ4EFgQUgSmg+10gSyCMDXgA3u3aFss@JbkwHwYDVYRO ] BEgwFoAUasKY Tbol
m+QtBNEHpNGCSCS T jLUWBQYDK2VWARBEAS dzymyVsOFvEWMYsG1lo6sBrgCT4rcEsBn
+KywosYBs1Y 241/ 7GZrHhGHCfavAGsg4RgORdy /xpFxase31lpg+mAw==

| note that most non-printable characters in the -text output of this variable render as
what should happen for r .

William Robinet - Co

. — i think this is probably

Assignees

No one assignad

Labels

[ inactive

Type
No type

Projects

No projects

Milestone

Mo milestone

Relationships

None yet



https://github.com/wllm-rbnt/trapped-by-the-CLI

Experiments & findings


https://github.com/wllm-rbnt/trapped-by-the-CLI

Goal: embed some ANSI art into text fields of a certificate

for this to work:
terminal escape sequences, control and Unicode
characters must be

2 approaches:
- use a CSR configuration file (cfr. )
- generate a binary structure from a template with a
of same length as implanted data,
then replace in binary file directly (adjust signature)

ANSI art source:


https://github.com/erkin/ponysay
https://github.com/wllm-rbnt/trapped-by-the-CLI

Terminal Control Characters & Sequences

e Control Characters (cfr. man ascii)
e Control Sequence Introducer (CSI) = introduced by

e Operating System Command (OSC) = introduced by

References:
[ )

e "Weaponizing Plain Text ANSI Escape Sequences as a Forensic Nightmare" by
STOK =


https://en.wikipedia.org/wiki/ANSI_escape_code
https://www.youtube.com/watch?v=KD1jEIMSjA4
https://github.com/wllm-rbnt/trapped-by-the-CLI

Char Ctrl-Key
NUL '\@"' (null character) @

BEL '\a' (bell) NG
BS '\b' (backspace) AH
HT '\t' (horizontal tab) NI
LF  '\n' (new line) N
VT '"\v' (vertical tab) AK
FF '\f' (form feed) AL
CR '\r' (carriage ret) M

ESC (escape) Al

SPACE



https://github.com/wllm-rbnt/trapped-by-the-CLI

> Regular text
> Switch to reverse video & red (CSI sequence)
> Red background & black text
> Reset escape sequence (CSI sequence)
/----> Regular text

e[7;31m yyy \e[Om zzz"



https://github.com/wllm-rbnt/trapped-by-the-CLI

commit 86¢fd132ffc4f6198cc640a29c293850c0a59914
DEY K Sat Sep 11 13:56:28 2021 +0200

Use -nameopt utf8 by default

unsigned long get_nameopt(void)
{
- return (nmflag_set) ? nmflag : XN_FLAG_ONELINE;
+ return (nmflag_set) ? nmflag : XN_FLAG_SEP_CPLUS_SPC | ASN1_STRFLGS_UTF8_CONVERT;



https://github.com/wllm-rbnt/trapped-by-the-CLI

Demo - ANSI art injected in CN


https://github.com/wllm-rbnt/trapped-by-the-CLI
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ANSI art injectioh

Control characters and e

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
cf:3f:2b:@5:6f:a5:7a:74:10:f0:78:df:4f:11:39:b4
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = US, 0 = Google Trust Services, CN = WR2
Validity
Not Before: Dec 2 08:37:44 2024 GMT
Not After : Feb 24 ©8:37:43 2025 GMT
Subject: CN = " \@B\@D \1B]P8875F5F\1B[30;01m\E2\96\84\1B] P38
75F5F\1B[43m\1B] POAF5F@@O\1B[31m\E2\96\84\E2\96\84\E2\96\84\1B]P8875F5F\1B[30m\E2\96\88\1B]P00E
P0OO\1B[49m\E2\96\80\1B] P7AAAAAA\1B[39m \1B[@@m\@B\@D \1B]P8875F5F\1B[30;01m\E2\96
84\E2\96\84\1B]P7AAAAAAN1B[39m \1B]P8875F5F\1B[3@m\E2\96\84\1B]P3875F5F\1B[43m\1B] PSA
FS5FOO\1B[31m\E2\96\84\E2\96\84\1B]P3AF5F0@\1B[43m\E2\96\88\1B]PBAF875F\1B[33m\E2\96\84\1B] P3AF
875F\1B[43m\1B]P8875F5F\1B[3@0m\E2\96\84\1B]P0000@OO\1B[49m\E2\96\80\1B] P7AAAAAA\1B[39m
B[@@m\@B\@D \1B]P3875F5F\1B[43m\1B] P8875F5F\1B[30;21m\E2\96\88\1B]P3AF875F\1B[43m\1B]PE
AF875F\1B[33m\E2\96\88\E2\96\88\1B] P3875F5F\1B[43m\E2\96\84\1B] P000000@\1B[49m\1B] P8875F5F\ 1B ||
30m\E2\96\84\E2\96\84\E2\96\84\1B]P3875F5F\1B[43m\1B]PBAF875F\1B[33m\E2\96\84\E2\96\84\E2\96\&
4\1B]P0000OOO\1B[49m\1B]PB875F5F\1B[3@m\E2\96\84\E2\96\84\1B]P3875F5F\1B[43m\1B] PO9AF5FQ@\1B[3
m\E2\96\84\1B] P3AF5F00\1B[43m\E2\96\88\E2\96\88\E2\96\88\1B] PBAF875F\1B[33m\E2\96\84\1B] P3AF8
S5F\1B[43m\E2\96\88\1B]P3875F5F\1B[43m\1B]P8875F5F\1B[3@m\E2\96\88\1B] PO0@0OOO\1B[49m\1B] P7AAAA
AA\1B[39m \1B[@@m\@B\@D \1B]P8875F5F\1B[30;01m\E2\96\84\1B]P7D7D7AF\1B[47m\1B]P8004
@@@\15[3@m\E2\96\84\1B]P@@@@@@@\18[4@P\1B]PFD?D?AF\lB[37m\E2\96\84\1B]P8@@@0@@\1B[3@m\E2\96\8=

William Robinet - Conostix S.A. - https://gitrE



https://github.com/wllm-rbnt/trapped-by-the-CLI
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ANSI art injectioh

Certificate:
Data:
Version: 3 (@x2)
Serial Number:
cf:3f:2b:05:6f:a5:7a:74:10:10:78:df:4f:11:39:b4
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, 0=Google Trust Services, CN=WR2
Validity
Not Before: Dec 2 08:37:44 2024 GMT
Not After : Feb 24 08:37:43 2025 GMT

Subject: CN=

William Robinet - Conostix S.A. - https://gitrE



https://github.com/wllm-rbnt/trapped-by-the-CLI
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Text injection in C

Extensions: none
Signature : ecdsa-with-SHA256
30:44:02:20:1D:F0:55:20:CD:2D:7D:47:5A:98:F5:1C:
6C:9B:37:22:8D:2F:EC:68:D8:19:F8:4C:F1:81:B5:E9:
D6:BA:72:FB:02:20:62:A2:CA:3C:6A:D5:22:B2:14:72:
©2:7F:3D:91:D6:C1:07:08:26:F6:77:B8:3D:78:FE:89:
53:C7:8F:FB:D7:3B
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
@e:0d:75:66:4c:68:e€9:37:d6:12:e1:d9:07:91:
89:c4:59: f:10:22:2a:da:c5:58:
cc:6f:e1:68:e6:14:73:5d:19:54:92:46:72:6C:
50:d2:59: :7b:9d:83:8b:17:dd:
33:0b:de:c8:11:5b:8e:92:6b:4d:ed:cl:41:7c:
55:ee:6f: :@e:aa:37:c9:d2:73:
b8:c9:bb:0e:81:93:58:ec:52:32:e8:09:5c:40:
ca:08:ee: :99:dd:d1:6e:ec:61:
€3:19:47:38:38:83:ec:aa:62:02:c4:46:c7:91:
e2:5b:d5: 120:a3:c5:f2:a5:70:
4d:a@:f0:47:ae:2e:cc:30:5b:f3:b2:c2:5b:74:
54:b4:61: :2f:3eie2:4c:fd: de:
d8:d6:ce:54:5a:59:7a:40:22:dd: fc:66:b6:fd:
39:9c:ba:09:d2:3c:32:98:64:a3:40:5a:bc:el:
56:7f:

X509v3 Subject Key Identifier:
D2:7B:AB:2C:93:34:D8:AC:94:21:A8:D8:98:06:AE:CD:3E:1D:B7:8C

Signature Algorithm: sha256WithRSAEncryption
Signature Valu

70:06:14:

e2:55:64

44:c5:96

52:c4:ef

36:44:81

19:83:65

ba:5a:d4

36:ea:83

98:20:78:9

79:85:05:7

ad:a5:f5:8

63:6¢:fd:5
db:08:0e:8. cl:
69:84:a31:b7:fc:4a:cc:b4:a0:
50:26:10:9b

William Robinet - Conostix S.A. - https://githul



https://github.com/wllm-rbnt/trapped-by-the-CLI

$ echo -ne "bla\nbla\n" > bla

$ echo -ne "bli\nbli\n" > bli

$ cat bla <(echo -e "\e]") bli
bla

bla

$ cat bla <(echo -e "\e]") bli | grep bli
bli

bli



https://github.com/wllm-rbnt/trapped-by-the-CLI
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Text injection wit

MR-
165:
130:
tad:
:f8:
:bf:
:9e:
1@a:
:8d:
106:
:76:
:8d:
:d3:
t2c:
d 179
99:ac:36:5d:
8a3:23:b1:50:bf:8c:d@:ca:5f:8c:
cd:9f
Exponent: 65537 (@x10001)
Attributes:
Requested Extensions:
X5@09v3 Key Usage:
Digital Signature
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Subject Alternative Name:
DNS:bla.lu, DNS:www.bla.lu
Signature Algorithm: sha256WithRSAEncryption
Signature Value:
3d:a3:31:74:d6:45:c5:5a2:83:66:62:07:4e:d9:
28:76:26:c7:3€:03:7c:53:7d:91:9b:0d:1c:7d:
db:97:35:65:ea: :16:66:7a:d2:
ca:ed:2a:a9:9b:0c:05:d0:28:81:03:8e:d3:62:
45:f4:7e:ca:76: 19a:12:3c:fb:
39:76:a2:72:d1:68:81:ad4:4e:ae:fe:d6:bd:4c:
12:da:03:80:74: :53:c2:df:0b:
ec:bl:36:da:bd:4e:d1:ac:28:62:00:56:81:91:
9a:85:28:4c:d7: :6f:e8:ad:ed:
51:76:43:47:c2:d9:b6:4a:¢1:98:a0:97:9d:ab:
48:b4:0d:e3:50: rab:f5:6d:5d:
9c:49:e6:67:
la:7a:8e:86:54: :@b:74:80@:ab:
19:be:1c:43:58:28:a3:98:8c:c1:1d:53:46:98:
a7:4c:f9:3a

QO - b B NN 0L U N
W WO WunnNn b -0 WU N B~

William Robinet - Conostix S.A.
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Finding #3

e Content appended to SAN DNS fields is copied verbatim
e Except that '\n' must be replaced by something visually equivalent such as '\V'

e This works on all version of OpenSSL | tested (>= 0.9.7m)


https://github.com/wllm-rbnt/trapped-by-the-CLI

Demo - text injected in SAN


https://github.com/wllm-rbnt/trapped-by-the-CLI

Real work implications


https://github.com/wllm-rbnt/trapped-by-the-CLI

 Different results for different terminal emulators (with ASCII only, or Unicode
support)

e Other SSL/TLS tookits also affected at various levels

e Also work with certificate requests . . .


https://github.com/wllm-rbnt/trapped-by-the-CLI

Demo - Fake Certificate Request


https://github.com/wllm-rbnt/trapped-by-the-CLI

Nullcon Goa 2025 - Trapped by the CLI

Was this technique ever used ?

Corpus of 50M+ (and counting) X.509 certificates fro

https://www.circl.lu/services/passive-ssi/

William Robinet - Conostix S.A. - https://github.com/wlim-rbnt/trapped-by-t


https://www.circl.lu/services/passive-ssl/
https://github.com/wllm-rbnt/trapped-by-the-CLI

Dataset size distribution histogram

Certificate size histogram
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Certificate odditi

Subject: C=UK, ST=Glasgow, L=Glasgow, O=Bellrock Technology Ltd, CN=${ansible_eth@[ipv4][address]}
Subject: C=FR, ST=Seed, L=Power, CN=${ServiceName}.alpharatio.cc

Subject: C=NG, ST=Enugu, L=ENUGU, O=Graceland Group of Schools, CN={{gracelandcloud.com}}

1
William Robinet - Conostix S.A. - https://gi


https://github.com/wllm-rbnt/trapped-by-the-CLI
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Certificate oddii

1.3.6.1.4.1.24255.2.1.:
{"uuid":"1b444eb0-6474-4162-a78e-5e22c76bfe00", "service" :"OUTSCAN" }

1.2.3.4.5.6.7.8.1:
{"attrs":{"hf.Affiliation":"health0", "hf.EnrollmentID":"ipfsO-health0", "hf.Type":"ipfs"}}

1
William Robinet - Conostix S.A. - https://gi


https://github.com/wllm-rbnt/trapped-by-the-CLI
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Certificate oddil |

Subject: C=NO, ST=molde, L=molde, O=stormtek, OU=stormtek, CN=owncloud0l1, emailAddress=eivindAGAG@trollhousing.no

X509v3 Authority Key Identifier:
keyid:61:2F:38:E5:73:CC:22:6B:BE:45:25:23:0B:DF:89:7A:3F:CB:41:66
DirName:/C=US/ST=Kentuc\x08\x08\x08\x08\x08\x08\x08\x08\x08Kentuckey\x08\x08y

/L=Lexinghto\x08\x08\x08ton/0=PR0oj\x08\x08\x08rojh\x081
/CN=Rex Hall/emailAddress=mmufault@otm\x08\x08\x08hotmail.com

1
William Robinet - Conostix S.A. - https://gi


https://github.com/wllm-rbnt/trapped-by-the-CLI

Nullcon Goa 2025 - Trapped by the

Certificate oc

|

X509v3 Issuer Alternative Name:
O., N .o+ 8....----- BEGIN PGP PRIVATE KEY BLOCK-----
Version: BCPG v1.38b04

LQPGBFcwpekBCADp7m4zZ/FZHpkYPmXLo2/cuPd9wCUXFvrGas98HEOrhHhQ/apkU
TAUu49tr4iV2ks7jZuP4zVA81Iob7Po+CWLD5KYcCUOPJCH3LpmFfxX10+GhFqM4a
+KtnEFaDT1i9PTBv++bhQ5ZmAAJG3Qte3Q1YTdD3uzXKEWKYsSSWVTGQIRLbRplYol
Z0XQz lTHYinEBuUWoEU2dgOeKhtvi8k52PSxbFKkk1f/GCOhZ+99tMnqzmS7G1l+CcsNJ
all/VnNnNoVN2JKHf8szaPMKpv2xT 1Stz 16 LIMsdG5eswr0/Z7NgG2zsupnyn7bfPJ

[...]

William Robinet - Conostix S.A. - https:

E
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[
Certificate -

X509v3 Subject Alternative Name:
DNESC[dESCAHAH, DNS:localhost, DNS:ip-172-31-19-174,
DNS:xe7p-5jtg-6snv-lne4-wfug-oaqo-hgkn-44m2-s2a2-fsqi-pvnl-iqwm,
IP Address:172.17.0.1, IP Address:34.252.55.170,
IP Address:127.0.0.1, IP Address:172.31.19.174

Subject: C="", ST=AM"><zzz=zz2z>;%X\, L=AM"><zzz=277>;%x\, 0=M"><zz27=2727>;%X\,
OU=AM"><zzz=z77>;%x\, CN=rbsec.net, emalilAddress=AM"><zzz=zzz>;%x\

William Robinet - Conostix S.A. - http
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Conclusion

The decision to print terminal escape sequences should be a
made by the user

... In the mean time, you can still use when in doubt

$ openssl x509 -text -noout -in certificate.pem | less


https://github.com/wllm-rbnt/trapped-by-the-CLI
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